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FairCom Typographical Conventions 

Before you begin using this guide, be sure to review the relevant terms and typographical 

conventions used in the documentation. 

The following formatted items identify special information. 

 

Formatting convention Type of Information 

Bold Used to emphasize a point or for variable expressions such 
as parameters 

CAPITALS Names of keys on the keyboard. For example, SHIFT, 
CTRL, or ALT+F4 

FairCom Terminology FairCom technology term 

FunctionName() c-treeACE Function name 

Parameter c-treeACE Function Parameter 

Code Example  Code example or Command line usage 

utility c-treeACE executable or utility 

filename c-treeACE file or path name 

CONFIGURATION KEYWORD c-treeACE Configuration Keyword 

CTREE_ERR c-treeACE Error Code 
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1.  c-treeACE Server Administrator's Guide 

The c-treeACE database server provides a powerful engine you can use in your database-driven 

applications. This guide explains how to install and operate the c-treeACE Server. Installation is 

simple as the c-treeACE Server is ready to run right out of the box. This guide explains options 

explained that allow you to fine-tune this engine your your applications. 

 
 

1.1 Server Quick Start 

The c-treeACE Server is designed for ease of use with minimal administration. This is different 

from other database server products, which require extensive setup, administration, and support. 

To make the c-treeACE Server operational requires virtually no effort: 

1. Install 

2. Execute and Run! 

Installation 

Follow the installation instructions provided for your specific operating system(s) in the chapter 

titled c-treeACE Server Installation (page 7). 

Execute 

Execute the ctreesql executable (ctreesql.exe on Windows). This runs the c-treeACE Server with 

the default settings. 

Thatôs all it takes to get your server up and running. 

While the c-treeACE Server runs properly right out-of-the-box, the rest of this guide details the 

installation, operation, and optional configuration settings available to the Server Administrator. 

FairCom recommends using the available security options, establishing regular data backup 

procedures, and optimizing the server configuration for your environment to maximize 

performance.  

See Introduction (page 1) for an overview of the content of this guide.  

For programmers: Additional information regarding programmatic features of the c-treeACE 

Server are discussed in the c-treeACE Programmerôs Reference Guide 

(http://docs.faircom.com/doc/ctreeplus/). 
 

1.2 Introduction 

This manual has two main purposes for the c-treeACE Server Administrator: 

1. To provide a quick, easy way to see what responsibilities you have, and 

 

http://docs.faircom.com/doc/ctreeplus/
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2. To provide the information needed to manage c-treeACE Server operation. 

The c-treeACE Server supports high-level database management, including: 

¶ client/server computing - Increases performance and provides the ability to maintain 

database integrity, especially in multi-user environments. The basic principle of client/server 

computing is: applications, or ñclientsò, interact with the server, which manages file operations 

and communicates with clients. 

¶ online transaction processing (OLTP) - The c-treeACE Server can group a specified set of 

operations, called a ñtransaction,ò and ensure either all of them are done or, if there is a 

problem, none will be done, e.g., either all of an invoice is processed, or none of it. 

¶ security controls - c-treeACE Server access is controlled with user IDs, passwords, file 

permissions, and encryption. Users and files may be added to Administrator defined ñgroupsò, 

e.g., shipping department, payroll department. 

¶ database maintenance and utilities - The c-treeACE Server automatically saves necessary 

information for use in automatic or Administrator-specified backups and recovery from 

problems. 

¶ configuration flexibility - From basics such as which communication protocol the c-treeACE 

Server uses and memory allocations to enforce for specific users, to a wide range of 

advanced controls. 

The c-treeACE Server Administrator has the following areas of responsibility, each of which could 

be divided among several people: 

1. Installation 

Someone, not necessarily the Administrator, must physically load the c-treeACE Server software 

onto the computing environment. Once completed, installation issues usually are no longer a 

concern unless the c-treeACE Server needs to be re-installed, for example, to install a new 

version. See c-treeACE Server Installation (page 7) for details. 

2. Operating the c-treeACE Server 

Starting and stopping the c-treeACE Server: Any user can start the c-treeACE Server by running 

the executable module, ctreesql (or ctsrvr for versions of c-treeACE that donôt offer SQL 

support), as any other program in the environment. See Operating the c-treeACE Server (page 

37) for details. 

3. Controlling access to the c-treeACE Server 

Begin by setting up valid User IDs and passwords (including your own). Establish rules of access 

to given database files. Establish groups where users and files can be associated and control 

access according to membership in those groups. 

Use the graphical c-treeACE Monitor (c-treeACEMonitor.jar) or the command-line version 

(ctadmn) to control access with user IDs, file passwords, file permissions, and 

Administrator-defined groups with specified access rights to particular files. Documentation about 

the graphical tools is available in the book titled Java-Based GUI Tools 

(https://docs.faircom.com/doc/JavaTools/toc.htm) on the FairCom website. Details about the 

command-line tools is available on the FairCom website in the book titled Command-Line Tools 

(http://docs.faircom.com/doc/cmdline/cover.htm). 

https://docs.faircom.com/doc/JavaTools/toc.htm
http://docs.faircom.com/doc/cmdline/cover.htm
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ctpass is used by the Administrator or any other authorized user to change the password 

associated with their User ID. 

ctfile is used by the Administrator or any user to change file security information on any file 

owned by the user. See Controlling c-treeACE Server Access (page 46) for details. 

4. Maintaining Database Integrity 

Schedule and conduct backups or dumps of system generated files for later use in recovering 

from problems or returning a database to its status at a prior time. See Maintaining Database 

Integrity (page 103) for details regarding the tools discussed in this section. 

Use the utility ctdump to schedule dynamic dumps that can be used at a later time to restore 

database files or to roll back to a state at a previous point in time. 

ctrdmp works with information saved in a dynamic dump to either recover from a catastrophic 

system failure by restoring specified files to a consistent, well-defined state or to roll back 

specified files to their state at a specified time. 

Use the utility ctfdmp to recover from a catastrophic failure using a previously saved dynamic 

dump or complete backup, which may be made using any standard backup utility. This allows you 

to restore backups then óroll forwardô to a given time using preserved log files. 

(For programmers) Use the ctldmp utility to carry out a transaction log dump, which records 

partial log-related information, for use in application development. 

5. Configuring the c-treeACE Server  

Understand how the c-treeACE Server is currently configured and, optionally, change 

configuration settings (e.g., to set memory allocation limits, to select communication protocols, to 

activate a particular dump description script). 

The c-treeACE Server is started by any user authorized to start ctreesql (or ctsrvr). Routine 

starting of the c-treeACE Server is not necessarily a major responsibility for the Administrator. 

The User ID ñADMINò (default password is ñADMINò) and members of the ADMIN group are the 

only users who can access ctstop, the utility for stopping the c-treeACE Server, so stopping the 

c-treeACE Server is always a major Administrator responsibility. 

6. Customize the c-treeACE Server  

No configuration file is required, but if the c-treeACE Server is to be reconfigured to replace any 

default settings, a file named ctsrvr.cfg must be created for the server to load at startup. See 

Configuring the c-treeACE Server (page 169) for details. 

Note: Utility names and methods of executing them may vary slightly in different environments, 
so see the individual sections in this manual for specifics. The utilities covered here are not the 
only ways to carry out Administrator duties and the utilities listed here are not necessarily the only 
ones available. 

The basic topics covered here are for orientation only. c-treeACE Server Installation (page 7) and 

Operating the c-treeACE Server (page 37), are considered required reading for c-treeACE Server 

Administrators. c-treeACE Server Access Configuration (page 46), Maintaining Database 

Integrity, Configuration File Format (page 169), and Basic Keywords (page 177) are 
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recommended reading. The rest of c-treeACE Configuration Options (page 176) is optional and 

intended for advanced users. 

Some issues may require the assistance of others with specialized knowledge relevant to the 

operating environment (e.g., configuring memory access allotments, defining dynamic dumps). 
 

1.3 Advanced c-treeACE Server Features 

By choosing c-treeACE database technology, you obtain high performance, absolute data 

integrity, and scores of advanced features solving many database challenges. Here are just some 

of the advanced options available: 

¶ ACID Transaction Processing Engine for Complete OLTP Support 

¶ Automatic Transaction Recovery 

¶ Robust Multithreaded Performance 

¶ Secure Client Connections 

¶ Replication 

¶ (Dynamic) Hot Alter Table 

¶ Dynamic "Hot' Backups 

¶ Roll-forward restorations 

¶ Full-Text Search 

¶ Advanced Data Encryption 

¶ Data Compression 

¶ Memory Files 

¶ Partitioned Files 

¶ Deadlock Free Locking 

¶ Advanced Data and Index Cache Controls 

¶ Small Footprint 

¶ Administrative Tools 

 
 

1.4 Client/Server Computing 

Client/server computing removes most of the difficult and tedious issues of database 

management from application programs and assigns these operations to a separate program, 

called a data server, which operates between the application program and its data. 

In client/server computing, application programs are clients making requests of a server, which 

goes to the relevant files, executes all operations needed to carry out the request, and sends 

back a response to the client application. 

To implement this design, an application program needs to communicate with the database 

server. Exact details about which information-processing tasks are carried out by the application 

and which are carried out by the server depend on the server involved and on the ñclient-sideò 

data management code used in the application. 
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The following diagrams illustrate how client/server computing is different from direct database 

manipulation. 

In the standalone method of database operations, applications deal with files directly, using 

functions supplied by a third party (e.g., the c-treeACE multi-user non-server library), or user 

supplied functions. All responsibility for security, coherence, and speed of access, in a single user 

or a multi-user environment, are the responsibility of the application code using data management 

functions. 

 

In the client/server architecture, database operations function in a client application program 

interfaced to a database server. The database server contains the ñintelligenceò needed to 

process requests from clients, interact with the relevant database files, wherever they are located, 

and respond to those requests. 

The database server in client/server computing plays a number of roles all of which add power to 

applications with a minimum of effort, including: 

¶ Minimizes the flow of information from one place to another. By processing and responding to 

communication ñrequestò and ñresponseò messages between application programs and 

database files, the data server eliminates the need to send whole files of information from 

place to place. Only relevant data moves across the network. 

¶ Manages multi-user issues. The server manages requests so users donôt get in one anotherôs 

way, or create inconsistencies in the database. 

¶ Coordinates sending and receiving of information over networks even where database files 

and/or applications reside on different types of machines and operating systems 

(heterogeneous support). 

¶ Implements transaction processing (see Data Integrity 

https://docs.faircom.com/doc/ctreeplus/29945.htm in the c-treeACE Programmers Reference 

Guide (http://docs.faircom.com/doc/ctreeplus/)). 

¶ Implements security features (described in c-treeACE Server Access Configuration (page 

46)). 

¶ Offers absolute data integrity through file mirroring. 

https://docs.faircom.com/doc/ctreeplus/29945.htm
http://docs.faircom.com/doc/ctreeplus/
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Client/server computing is more and more important for the most basic of reasons: it offers 

increased speed, control, and efficiency in data management. 
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2.  c-treeACE Server Installation 

c-treeACE Server installation can be completed in three simple steps: 

1. Install the c-treeACE Server and support utilities. 

2. License c-treeACE with an appropriate License Authorization File. 

Note: Your application vendor may provide a licensed c-treeACE Server. 

3. Start c-treeACE. 

The following sections of this chapter provide the information necessary for installing the 

c-treeACE Server in specific environments. Before proceeding, please verify that your application 

vendor has not provided their own set of installation instructions. Many application vendors will 

provide c-treeACE Server configuration settings specifically tuned for their application. Always 

follow your application vendor instructions over the following installation instructions. 

The ñMinimum Hardware Requirementsò sections discuss the minimum memory (RAM) 

requirements of the c-treeACE Server not including operating system and other application 

memory requirements. Additional RAM for file caching, opening files, supporting many users, etc., 

is encouraged for optimal performance and functionality. Server Memory Calculations (page 43) 

provides formulas for approximating c-treeACE Server memory requirements. 

The hard drive space specifications contained in the following sections indicate the minimum 

space necessary to install the c-treeACE Server on each particular operating system or platform. 
 

2.1 License Authorization File 

The License Authorization File is a binary file containing unique licensing information assigned 

by FairCom. This licensing information permits the c-treeACE Server technology to operate on a 

specified operating system, to support specific features, to support a fixed number of concurrent 

users and/or connections to the c-treeACE Server technology, and to utilize a fixed number of 

CPUs on the host machine.  

The license file is named ctsrvr-<SN>.lic where <SN> is the unique Serial Number assigned to 

your server instance and provided by FairCom. This file will need to be properly placed in the 

same directory where the c-treeACE Server binary is located, for example: 

C:\FairCom\V11*\<platform>\bin\ace\sql\ 

An example developer license is shown below: 

<?xml version="1.0" encoding="us - ascii"?>  

<ctlicense version="2">  

  <version>11</version>  

  <serial>39000010</serial>  

  <OEM>1</OEM> 

  <lictype>Development</lictype>  

  <cpus>2</cpus>  

  <servtype>ALL (Standard -  SQL)</servtype>  

  <users>32</users>  
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  <privat e>EDE . . . QGP</private>  

  <checksum>LE47LG9DNM06IA30CGAFFO00NMCEJL59</checksum> 

</ctlicense>  

 

Note that you can read the most relevant sections of this XML file in plain text regarding serial 

numbers, connection and CPU counts. If this licensing file isnôt present, you'll receive a 960 error 

in your CTSTATUS.FCS status log upon startup: 

"LICENSE ERROR: License initialization failed: Missing license file."  

The Developer edition of the c-treeACE Server included with the c-treeACE Professional package 

includes a ctsrvr-<SN>.lic file configured to support up to 32 concurrent connections and can 

operate on up to 2 concurrent CPU cores (as reported by the operating system which may 

include physical CPUs, CPU cores, or virtual CPUs assigned to a partition).  

Development servers are licensed exclusively for development and testing purposes and only by 
the developer who is the license holder. They are expressly not authorized for production use. 
Should you need additional licenses for testing or if you wish to test with a license file supporting 
a greater number of connections or CPUs, please contact your nearest FairCom office.  

When purchasing a production c-treeACE Server license, you will receive a ctsrvr-<SN>.lic file via 

e-mail, along with a ñProof of Entitlementò document that summarizes the configuration of your 

c-treeACE Server license file. 
 

Activation of Servers Prior to V10.0 

Servers prior to c-treeACE V10.0 required a one-time activation process which required an 

activation key and serial number. 

Execute fcactvat and follow the prompts to activate the server executable file. The c-treeACE 

Server activation process stamps the server executable for the number of concurrent connections 

specified by the server license purchased.  

 
 

2.2 Installing on Your Operating System 

This section provides instructions for installing on several popular operating systems as well as 

information about hardware and software requirements on those systems. Skip to the appropriate 

operating system section where your c-treeACE Server is to be installed. 
 

Platform Support 

Supported platforms include: 

 

Platform Version 

Windows  Windows Vista and later (Some earlier versions 
of Windows may be supported if necessary. 
Check with FairCom for possible availability.)  
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Platform Version 

   Windows Compiler  VC 6, Visual Studio 2003 through 2017 

Borland Builder v5.x, v7.x (CodeGear C++ 
Builder 2006/2007) 

HP Unix (HP-UX) HP-UX v11.x (HP-UX v10.x remains supported 
as a legacy operating system) 

IBM Unix (AIX) AIX Unix V Rel 5.3 (and earlier releases back to 
AIX Unix V Rel 4.2) 

Solaris Solaris 10 (includes support for 9 and earlier) 

QNX latest 

SCO SCO OpenServer versions 5 and 6. 

Linux Linux Kernel 2.4, 2.6 or later (and legacy support 
for some earlier releases) 

FreeBSD latest 

Apple  Mac OS X 10.8 (Mountain Lion), Mac OS X 10.5 
(Leopard), Mac OS X 10.4 (Tiger), Mac OS X 
10.3 (Panther), Mac OS X 10.2, and earlier 
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c-treeACE Server for Windows 

This section provides the hardware/software requirements and installation/configuration 

procedures for Windows. 

System Requirements: 

Operational Environment (page 10) 

Minimum Hardware Requirements for c-treeACE V11.* for Windows (page 11) 

Minimum Software Requirements for c-treeACE V11.* for Windows (page 11) 

.NET Framework Requirements for c-treeACE GUI tools (page 12) 

ADO.NET Entity Framework (page 13) 

Installation: 

c-treeACE Server for Windows Installation (page 14) 

Installing as a Windows Service (page 14) 

Tool Tray Interface (page 20) 

 
 

Operational Environment 

The c-treeACE Server for Windows is named ctreesql.exe (or ctsrvr.exe). c-treeACE Servers 

prior to, and including, V11.0 were distributed with support for the following communication 

protocols: 

Protocol COMM_PROTOCOL Keyword  

TCP/IP F_TCPIP 

TCP/IP (using an IPv6 socket) F_TCPIPV6 

Shared Memory FSHAREMM 

TCP/IP (Data Camouflage 
support - Deprecated) 

FETCPIP  

Note: c-treeACE V11.5 and later support TLS/SSL - See 
Transport Layer Security Secures Data in Transit 
between Network c-treeACE Clients and Servers 
(https://docs.faircom.com/doc/ctreeplus/69683.htm) 

The c-treeACE Server for Windows defaults to the TCP/IP protocol. To activate any other 

protocol, use the COMM_PROTOCOL (page 178) keyword in a ctsrvr.cfg file, discussed in Advanced 

Configuration Options. Use the name shown in the table above under COMM_PROTOCOL 

Keyword as the token following the COMM_PROTOCOL keyword in ctsrvr.cfg.  

Note: The COMM_PROTOCOL option specifies the protocol used for ISAM connections. By default, 

local SQL connections use shared memory unless the SQL_OPTION NO_SHARED_MEMORY 

keyword is specified. See the COMM_PROTOCOL for more information about the communication 

protocol for SQL connections. 

https://docs.faircom.com/doc/ctreeplus/69683.htm
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The COMM_PROTOCOL keyword disables the default protocol, so if you want to load the default 

and another protocol, each must have a COMM_PROTOCOL entry in ctsrvr.cfg. For example, to 

load all supported communication protocols for the c-treeACE Server on Windows, add the 

following lines to ctsrvr.cfg: 

COMM_PROTOCOL  F_TCPIP 

COMM_PROTOCOL  FSHAREMM 

COMM_PROTOCOL  FETCPIP 

Note: If COMM_PROTOCOL is specified for one protocol, all protocols to be used must be specified. 

If no COMM_PROTOCOL is specified, the c-treeACE Server uses the default, F_TCPIP. 

The shared memory protocol eliminates the overhead of the TCP/IP protocol stack resulting in 

very fast communications. The only drawback is the client and server must reside in the same 

physical memory space. For client server applications running on the same machine, this can 

result in communications performance increases of almost 500% over TCP/IP in some instances. 
 

Minimum Hardware Requirements for c-treeACE V11.* for Windows 

c-treeACE Windows SQL Server 

The minimum CPU and memory requirements for operating the SQL version of the c-treeACE 

SQL Server for Windows are: 

¶ 1 GHz CPU 

¶ 1 GB RAM 

¶ 250 MB Disk space + space for your data + index files (assuming default 120 MB transaction 

LOG_SPACE setting in ctsrvr.cfg) 

c-treeACE Windows ISAM Server 

The minimum CPU and memory requirements for operating the ISAM version of the c-treeACE 

Server for Windows are:  

¶ 80 MHz CPU 

¶ 300 MB RAM 

¶ 200 MB Disk space + space for your data + index files (assuming default 120 MB transaction 

LOG_SPACE setting in ctsrvr.cfg) 

Note: Additional memory will be needed for additional users beyond 16 concurrent users and 

larger data and index caches.  

Cache sizes larger than 2GB require a 64-bit version of the OS and a 64-bit version of c-treeACE. 

It is possible to reduce the memory requirements below these recommended settings. Please 

contact your nearest FairCom Office for details. 
 

Minimum Software Requirements for c-treeACE V11.* for Windows 

c-treeACE requires the following: 

¶ Windows Vista or 2003 or later. (Some earlier versions of Windows may be supported if 

necessary. Check with FairCom for possible availability.) 

¶ For ADO.NET support, you will need Microsoft .NET Framework 4 or newer.  
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¶ For the V11.5 c-treeACE SQL JDBC Driver: To develop using JDBC, you will need JDK 1.7 

or newer and the c-treeACE SQL Server.  

¶ For the V11.0 c-treeACE SQL JDBC Driver: To develop using JDBC, you will need JDK 1.6 

or newer and the c-treeACE SQL Server.  

¶ Stored procedures for the c-treeACE SQL Server: 

Å To develop a stored procedure, you will need JDK 1.7 or newer. 

Å To execute a stored procedure, you will need JRE 1.7 or newer. 

¶ Stored procedures for the V11.0 c-treeACE SQL Server: 

Å To develop a stored procedure, you will need JDK 1.6 or newer. 

Å To execute a stored procedure, you will need JRE 1.6 or newer. 

 
 

Using Java 1.7 or Later on Windows 

To use stored procedures, triggers and user-defined functions on Windows with Java 1.7 or later, 

you will need the MSVCR100.DLL, which is required by the Java Virtual Machine (jvm.dll). 

Because the Java installer does not provide the required DLL, the Visual C++ 2010 

Redistributable package must be installed to get it. 

Notice that 32-bit Java SDK installations require the 32-bit redistributable and 64-bit Java SDK 

installations require the 64-bit redistributable. To download:  

32-bit redistributable - http://www.microsoft.com/en-us/download/details.aspx?id=5555 

(http://www.microsoft.com/en-us/download/details.aspx?id=5555) 

64-bit redistributable - http://www.microsoft.com/download/en/details.aspx?id=14632 

(http://www.microsoft.com/download/en/details.aspx?id=14632) 
 

Java Version 

c-treeACE SQL V11.5 requires the Java 1.7 JDK and JRE environment for Stored Procedures, 

Triggers, and User Defined Functions (UDFs), JDBC, and c-treeDB Java (c-treeACE SQL V11.0 

requires 1.6 or newer). Java is readily available from the Oracle Java downloads 

(http://www.oracle.com/technetwork/java/javase/downloads/index.html) website. c-treeACE 

supports Java on any platform that the Java environment is currently available, including 

Windows, AIX, Oracle Sun, and Linux.  

Note that Oracle has announced an end of life 

(http://www.oracle.com/technetwork/java/javase/eol-135779.html) policy for Java 1.6 beginning 

February 2013. Check the FairCom http://www.faircom.com/ website for the latest Java 

compatibility announcements and availability of the latest Java support. 
 

.NET Framework Requirements for c-treeACE GUI tools 

One of the c-treeACE GUI Tool implementations (located by default in 

\FairCom\V*\Win*\tools\guitools) requires the following versions of Microsoft .NET Framework to 

be available: 

¶ c-treeACE V11.5 requires Microsoft .NET 4.0 Framework. 

¶ c-treeACE V11.0 requires Microsoft .NET 4.0 Framework. 

¶ c-treeACE V10.3 requires Microsoft .NET 4.0 Framework. 

http://www.microsoft.com/en-us/download/details.aspx?id=5555
http://www.microsoft.com/download/en/details.aspx?id=14632
http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/eol-135779.html
http://www.faircom.com/
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c-treeACE V10 requires at least Framework Version 3.5 SP1 complete (e.g., the complete 

version, not just the "client" version). 
 

.NET Tools for VS2010 - All projects updated to use .NET Framework v4.0 

All the .NET projects for VS2010 have been updated to use the v4.0 .NET framework. If you 

target the .NET v3.5 framework, it uses the VS2008 compiler 'tool chain' which can result in an 

internal compiler error in VS2010. The target framework was changed to v4.0 in the *_v10.sln 

files to eliminate that error.  

See Also 

¶ http://support.microsoft.com/kb/976656 

¶ http://connect.microsoft.com/VisualStudio/feedback/details/644532/internal-compiler-error-c1

001-using-c-cli-on-vs2010  
 

.NET - Removed STRONGSIGN from assemblies 

To be more compliant with standard practice for C# programmers, STRONGSIGN has been 

removed from .NET assemblies. We no longer force the assembly to be signed with the FairCom 

key. This allows developers to sign with their own key, which they can keep secret.  
 

ADO.NET Entity Framework 

The c-treeACE SQL ADO.NET Data Provider has support for Entity Framework up through V7. 

System Requirements 

The minimum development system requirements for c-treeACE SQL ADO.NET Entity Framework 

support are listed below. Note that they require the complete version (e.g., the complete version, 

not just the "client" version): 

¶ Visual Studio 2008 Service Pack 1 or greater 

¶ c-treeACE V11.5 requires Microsoft .NET 4.0 Framework. 

¶ c-treeACE V11.0 requires Microsoft .NET 4.0 Framework. 

¶ c-treeACE V10.3 requires Microsoft .NET 4.0 Framework. 

¶ c-treeACE V10 requires at least Framework Version 3.5 SP1  

Auto Incrementing Field Type Restriction 

Entity Framework Models allow Int16, Int32 or Int64 field types to be specified as Auto 

Incrementing in model design. Auto Incrementing fields are also known as Identity fields in some 

schemas. 

c-treeACE SQL allows one user Auto Incrementing field type. Note that c-treeACE already 

supported a serial segment field, currently used by default as the ROWID value. As there is a 

limitation of one SRLSEG field type per data file (table), this precluded the addition of a 

user-defined field. An IDENTITY attribute is now available for this purpose. 
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Other Known Limitations 

The following are other known c-treeACE SQL limitations that can be encountered when using 

Entity Framework support. These are in various stages of development. Contact your nearest 

FairCom office for the latest information concerning specific support for these items. 

¶ The SKIP operator is not currently supported. The SKIP operator is commonly used with the 

TOP operator for ñpagingò purposes. 

¶ The EXCEPT operator is not currently supported. 

¶ Parameters are not currently supported in functions and in the TOP operator. 

¶ BIT (Boolean) columns can currently only be tested against 1 or 0 (that is, if ( bitColumn == 

1 ). Entity Framework requires a test against true/false (for example, if ( bitColumn == true ) 

or more simply if ( bitColumn ) 
 

c-treeACE Server for Windows Installation 

The c-treeACE Server for Windows from FairCom is distributed as a Windows .MSI file. Simply 

execute this application like any other Windows application and it will launch an installation 

routine for installing the c-treeACE Server as a Windows Service. The default Service settings are 

for c-treeACE Server to automatically start at operating system startup. The startup settings may 

be adjusted through the Windows Service Console, or through the Microsoft Windows 

command-line utility sc.exe. 
 

Installing as a Windows Service 

This section provides details for Windows Administrators that arenôt familiar with the Microsoft 

Windows Service console, or are interested in automating the configuration of the c-treeACE 

Server as a Windows Service through the Microsoft sc.exe utility.  

Microsoft Windows supports background processes known as services that are handled 

somewhat differently by the operating system. Services may be configured to start automatically 

at system startup or to start manually by a user. Services have no user interface and can 

continue to run even when no users are logged on to the system. The operating system 

automatically terminates services at system shutdown or a user can manually terminate them. 

FairComôs c-treeACE Server is compatible with Windows Service support.  

The c-treeACE Server .msi installers will configure the c-treeACE Server process to operate 

under the Windows Service Manager by default. To manually install c-treeACE as a Windows 

service, use the Windows sc.exe command. 

Example: 
C:> sc  create  " c- tree ACESQL"  binPath= "C: \ install_path \ ctreesql.exe"  start= auto  

DisplayName= " c- tree ACE SQL Database Engine"  

Tip! A space is required after binPath=, start=, and DisplayName= 

The c-treeACE service features all of the capabilities and advantages of Windows services 

described above. As with any service, the c-treeACE service can be configured to start 

automatically when the machine comes up, can run invisibly no matter which users are logged on 

or if no user is logged on, and will shut down automatically when the host machine shuts down. 
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Configuring the c-treeACE Service 

The c-treeACE service has two configurable properties: the Startup Type and Logon User.  

The Logon User and the Startup Type (see the following Figure; Windows Service configuration 

options) can be set using the Windows Services Control Panel applet. To do so: 

1. Open the Windows Control Panel by clicking Start > Settings > Control Panel. 

2. Select the Services applet. You will be presented with a list of the installed services (see the 
following figure, the Services applet in the Windows Control Panel): 

 

3. Select the c-treeACE service, then double-click it or right-click and choose Properties.  
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4. The service configuration options window will appear (see the following figure, the Windows 
Service configuration option). Set the Startup Type and Logon User, as desired. 

 

Note: The Microsoft Windows Services Control Panel applet is the preferred method for service 
configuration, and other administration, such as starting/stopping the service. The c-treeACE 
ctntinst.exe command no longer ships with the product as of V10.3. 

 
 

Starting the c-treeACE Service 

Start the c-treeACE service using either the Microsoft sc.exe command or the Windows Services 

Control Panel applet. 

To start the c-treeACE service using the Windows Services Control Panel applet: 

1. Open the Control Panel. 

2. Select the Services applet.  

3. From the list of the installed services, select the name for the c-treeACE service (ñc-treeACE 
Database Engineò by default).  

4. Click Start to start the c-treeACE service. 
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Displaying the current status of the c-treeACE Service 

The current status of the c-treeACE service can be determined by using either the Microsoft 

sc.exe command or the Windows Services Control Panel applet. 

To check the current status of the c-treeACE service using sc.exe, run the following (where 

"ctreesql .exe " is the name of the c-treeACE service): 

sc query ctreesql.exe  

 

To check the current status of the c-treeACE service using the Windows Services Control Panel 

applet: Open the Control Panel and select the Services applet. If the c-treeACE service is 

running, the Status field shows ñStartedò. Otherwise the Status field is blank. 
 

Stopping the c-treeACE Service 

The c-treeACE service can be stopped by using either the Microsoft sc.exe command or the 

Windows Services Control Panel applet, or the net stop command. 

¶ The service stops automatically when Windows signals the operating system itself is shutting 

down. A clean shutdown of Windows should result in a clean shutdown of the c-treeACE 

service. However, since Windows only allows a 20-second delay for service shutdown, 

FairCom recommends all files be maintained under transaction processing to allow automatic 

recovery if cache cannot be safely flushed to prevent data corruption. The default 20-second 

delay can be adjusted using the WaitToKillServiceTimeout registry key, found in 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\, when present. 

¶ Windows Vista and later allow a new Service PRESHUTDOWN notification, which gives the 

service extra time to complete its shutdown. This can help to avoid a lengthy auto-recovery if 

the server has too many cache pages to flush within the SHUTDOWN limit. 

 
 

Removing the c-treeACE Service 

If you wish to remove the c-treeACE service from the list of installed Windows Services, the 

Microsoft general service controller utility, sc.exe, can be used. See the Microsoft website for 

information about using this command-line utility. 
 

Service Troubleshooting Tips 

This section identifies possible problems that may be encountered when using c-treeACE as a 

Windows service, and ways to diagnose and solve them. 
 



c-treeACE Server Installation 
 
 
 

All Rights Reserved 18 www.faircom.com 

 

Problems starting the c-treeACE Service 

If the c-treeACE service fails to start, it returns a service-specific error, and logs a message to the 

Windows application event log. This information can be used to determine the reason the 

c-treeACE Server service failed to start. Below is the output of a failed startup when starting the 

c-treeACE service using FairComôs SCP. The service-specific error is displayed as the ñService 

Exitò code. 

Starting the c- tree  Server service...  

c- tree Server start unsuccessful:  

Current State: STOPPED  

Win32 Exit:    1066  

Service Exit:  6  

Checkpoint:    0x0  

WaitHint:      0x0  

The table below shows possible service-specific errors returned by the c-treeACE Server service, 

the corresponding message, and possible causes for each of these errors. 

Error 
Code 

Error Message Possible Causes 

2 (Varies) An operating system function call failed. 
See the event log for a detailed error 
message. 

4 The c-treeACE settings file is missing. It 
is required to operate this server. 

c-treeACE service requires a settings 
file, but it was not found. 

5 The current settings file is invalid. c-treeACE requires a settings file, and 
the settings file that was found was not 
valid. Contact your application 
developer for assistance. 

6 c-treeACE must be activated with a 
FairCom activation key to operate. See 
the c-treeACE Activation Key Card 
within your package for more 
information. 

c-treeACE has not yet been activated. 
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Use the Windows Event Viewer to list events reported by the c-treeACE service. Start the Event 

Viewer and select the Application log option from the Log menu. Events logged by the c-treeACE 

service have the ñSourceò field set to the service name (ñc-treeACE Database Engineò by default). 

Double-clicking an event displays the event detail (see the following figure, which shows using 

the Event Viewer to display events logged by the c-treeACE service). 

 
 

Problems connecting to the c-treeACE Service 

If client applications are unable to connect to the c-treeACE service, verify that c-treeACE service 

is running (See Displaying the current status of the c-treeACE Service (page 17) for details). 

If the c-treeACE service is running, check the c-treeACE status log file (CTSTATUS.FCS, 

typically located in the directory in which the c-treeACE executable resides) for the following 

information: 

1. Are there any error messages logged to CTSTATUS.FCS? 

2. Is the Server Name displayed in CTSTATUS.FCS the same Server Name your client 
applications are using? 

3. Are the protocols displayed in CTSTATUS.FCS the same as those your client applications 
are using? 

FairComôs ctadmn utility (provided with the c-treeACE Server) is an additional useful tool for 

verifying whether clients can connect to c-treeACE. 
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Problems stopping the c-treeACE Service 

If you are unable to stop the c-treeACE service, check the event log for an error message. Also 

check for error messages in the c-treeACE status log file (CTSTATUS.FCS, typically located in 

the directory in which c-treeACE executable resides). 

FairComôs ctadmn utility (provided with the c-treeACE Server) can also be used to stop the 

c-treeACE service. 
 

Tool Tray Interface 

When the server configuration file contains the CONSOLE TOOL_TRAY keyword, the c-treeACE 

Server starts in background, displaying only a c-treeACE icon in the Windows tool tray. This 

feature is especially nice for ósimpleô user sites, with no system administrative expert. Although 

more sophisticated sites will prefer running the c-treeACE Server as a service, this feature gives 

a similar óservice-likeô background effect, without the user needing to learn Windows service 

administration. 

Add the following keyword to your server configuration file, ctsrvr.cfg: 

CONSOLE   TOOL_TRAY 

This keyword is not supported when the server is running as a service. 

The c-treeACE Server for Windows accepts the ó&ô symbol, (ñ^&ò for Windows Server), as a 

command line parameter to execute in CONSOLE TOOL_TRAY mode. The following example 

launches the server in ñbackground-tool-trayò mode: 

C: \ server>  ctreesql &  

or 

C: \ server>  ctsrvr &  
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c-treeACE Server for Mac 

This section provides the hardware/software requirements and installation/configuration 

procedures for the Macintosh. 

System Requirements: 

Operational Environment (page 21) 

Minimum Hardware Requirements for Macintosh (page 21) 

Installation: 

Mac Server Installation (page 21) 

Configuring Mac Systems (page 22) 

 
 

Operational Environment 

This version of the c-treeACE Server is designed specifically to work on the Apple Mac OS X 

platform. Both the SQL and ISAM servers run as a FBA (faceless background application) 

launched via the terminal. Applications using this release communicate via the TCP/IP protocol. 

Mac client processes can execute on the same machine as the c-treeACE Server for Mac. 

The c-treeACE Server for Mac contains the c-treeACE Server executable, ctreesql or ctsrvr, and 

the utility and companion programs discussed throughout this guide. 
 

Minimum Hardware Requirements for Macintosh 

The minimum memory requirements are 4MB RAM for up to 8 users; 8MB for more than 8 users. 

Requires Mac OS X 10.10 or later. (Note: Legacy OS versions, PPC, and Universal Binary builds 

may be available upon request.) 

The minimum hard drive space required by the c-treeACE Server for Mac is 500 MB + the size of 

the data (.dat) and index (.idx) files.  
 

Mac Server Installation 

To install the c-treeACE Server for Mac on your platform, take the following steps: 

1. Make the desired directory where the c-treeACE Server is to be installed the current 
directory. 

2. Copy the files in the /bin/ace/ (isam or sql) directory to your desired directory. 

3. Ensure you have an appropriate License Authorization File for your platform and c-treeACE 
configuration. 

Note: Your application vendor may provide applicable c-treeACE license files. 

4. (For versions of c-treeACE Server prior to V10.0) - After installation, activate the c-treeACE 
Server using the fcactvat program. See the c-treeACE Server Activation Key Card for 
instructions. Some c-treeACE Server OEM vendors provide pre-activated c-treeACE Server 
with their applications. 
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Configuring Mac Systems 

Because Mac OS X is based on a Unix kernel, please see c-treeACE Unix-based Servers (page 

23) for Unix configuration settings, in addition to the Mac-specific details in this section. 
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c-treeACE Unix-based Servers 

This section provides the hardware/software requirements and installation/configuration 

procedures for Unix/Linux systems. 

System Requirements: 

Supported Platforms (page 23) 

Unix Server Platform Hardware Requirements (page 23) 

Installation: 

c-treeACE Server Unix Installation (page 25) 

Configuring Unix-based Systems (page 25) 

Shared Memory Client-Server Communication for Unix/Linux (page 26) 

 
 

Supported Platforms 

The following c-treeACE Unix Servers are currently supported: 

¶ AIX 

¶ FreeBSD 

¶ HP-UX 

¶ Linux (Intel, PPC, and Sparc) 

¶ Mac OS X 

¶ QNX and QNX RTP 

¶ Solaris (Intel and SPARC) 

On Unix platforms, the c-treeACE Server is installed by following the same general method and, 

for the most part, share the same hardware requirements. Items specific to a particular c-treeACE 

Server are discussed in Unix Server Platform Hardware Requirements (page 23). 

Contact FairCom should you require support on other platforms. c-treeACE has been ported to 

dozens of platforms over the years. Generally, all that is required is a supported C compiler, and 

for best multithreading support, a native pthread library. Even without native thread support, 

FairCom can provide a proprietary threading architecture. 
 

Unix Server Platform Hardware Requirements 

The requirements for the c-treeACE Server on each listed operating system follow:  
 

Minimum Hardware Requirements 

The minimum hard drive space required by c-treeACE Server for Unix is: 

The size of the c-treeACE Server executable 

      + the amount specified by the LOG_SPACE keyword (10 MB default) 

      + 1MB for c-treeACE Server status logs 
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      + size of pre-compiled c-treeACE Server utilities 

      + the size of the data (.dat) and index (.idx) files 

The minimum memory requirements for operating the c-treeACE Server for all Unix systems are: 

c-treeACE SQL Server: 1 GB RAM 

c-treeACE Server: 300 MB RAM 

Note: Additional memory will be needed for additional users beyond 16 concurrent users and 
larger data and index caches. Cache sizes larger than 2GB require a 64-bit version of the OS and 
a 64-bit version of c-treeACE. 

It is possible to reduce the memory requirements below these recommended settings. Please 
contact your nearest FairCom Office for details.  

 
 

Hewlett Packard HP-UX 

The HP-UX 11 operating system, and above, supports standard c-treeACE files up to 4 GB in 

size and allows huge files. Earlier versions support 2GB file sizes and requires segmented files to 

support larger files. 

For proper operations of the c-treeACE Server under various loads, FairCom recommends 

adjusting the following kernel parameters of the HP/UX 11 system, using the sam utility: 

¶ Increase maximum per-process stack memory size (maxssiz) from the default of 8 MB to 128 

MB. 

¶ Increase maximum per-process data memory size (maxdsiz) from the default of 64 MB to 256 

MB. 

¶ Consider increasing the number of threads per process if connecting a large number of 

clients. The default for older releases of the OS is relatively low (64 maximum threads per 

process). 

¶ Either increase the default number of file handles from 60 to 256 by using sam or, prior to 

starting the c-treeACE SQL process, issue limit descriptors 256  to increase the 

number of file descriptors used by that process only. 
 

IBM AIX 

The c-treeACE Server for IBM AIX requires a minimum of 500 MB RAM. c-treeACE V11* 

supports AIX 6.1 and newer. Earlier versions of AIX may also be available. Contact FairCom for 

availability for AIX versions prior to V6. 
 

Linux 

The c-treeACE Server for Linux requires a Pentium 133, Sparc, or PPC CPU. 
 

Solaris - SPARC and Intel 

The c-treeACE Server supports Solaris Version 2.10 and newer and both the SPARC and 

X86/X64 based CPU. Earlier versions of Solaris may also be available. Contact FairCom for 

availability for Solaris versions prior to 2.10.  
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Native Threads 

FairCom has enjoyed multi-threaded support from nearly our inception and has extensive 

engineering experience in supporting various threading architectures that have appeared through 

the years. POSIX pthread support is considered the industry standard in recent times, and we 

highly encourage taking advantage of this support when at all possible. By default, all c-treeACE 

servers include pthread support when available on a chosen platform. 

For platforms not supporting a native threading technology, FairCom supports a proprietary 

threading library. FairCom recommends native thread support when available as performance 

enhancements are typical. 

Note: The Native Thread Server supports only the TCP/IP communications protocol. 
 

c-treeACE Server Unix Installation 

c-treeACE for Unix is typically distributed as a zipped tar file containing the c-treeACE Server 

executable, ctreesql or ctsrvr, and utility and companion programs discussed throughout this 

guide.  

c-treeACE Server on Unix can be installed in any directory location as long as ownership and 

permissions permit access to resources and data. 

1. Make the desired directory where the c-treeACE Server is to be installed the current 
directory.  

2. Copy the files in the /bin/ace/ (isam or sql) directory to your desired directory. 

3. Ensure you have an appropriate License Authorization File for your platform and c-treeACE 
configuration. 

Note: Your application vendor may provide applicable c-treeACE license files. 

 
 

Configuring Unix-based Systems 

Systems based on Unix (including AIX, Solaris, and Linux) may have configuration requirements. 

In addition to configuring c-treeACE, the operating system itself may need to be configured. For 

example, the number of file descriptors must be large enough to accommodate the number of 

files c-treeACE will access, which can be larger than the operating system's default setting. 

Please be sure the limits listed below are sized appropriately for your installation. 

User Limits (ulimit) 

Verify that your Unix operating system ulimit settings are set according to the following 

specifications: 

¶ File descriptors should be set to a number greater than: 

FILES  + CONNECTIONS + c-tree internal files (11) + SQL internal files (at least 1 per SQL 

connection) 

FILES   = the FILES  keyword set in ctsrvr.cfg.  

CONNECTIONS = The CONNECTIONS keyword setting in ctsrvr.cfg.  

c- tree  internal files (11)  = These are internal files opened immediately by the 

c-treeACE Server on startup and include CTSTATUS.FCS, FAIRCOM.FCS, ctsrvr.cfg, etc.  
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¶ Maximum number of user processes should be greater than: 

CONNECTIONS + ctree internal users (25) + Java internal users (approximately 20) 

CONNECTIONS = The CONNECTIONS keyword setting in ctsrvr.cfg.  

" c- tree  internal users"  = internal operating system threads 

"Java internal users"  = internal operating system threads consumed by the Java Virtual 

Machine (JVM) layer 

¶ Memory limits (stack , max memory , vir tual memory ): 

unlimited 

¶ Core size: 

unlimited or larger than memory limits 

¶ File size: 

unlimited  

Kernel Limits 

These are system-wide limits, so you must consider requirements of all processes system-wide.  

c-treeACE Server shared memory requirements are: 

kernel.shmmni  = 2 + shared memory CONNECTIONS  

kernel.sem (argument 4)  = 2 + shared memory CONNECTIONS 

# increase semaphore limits for c-tree shared memory.  Allows 1022 connections if no other 

processes are using shared memory on the system. 

kernel.sem  = 250 32000 100 1024 

# number of shared memory segments.  Allows 1022 connections if no other processes are 

using shared memory on the system. 

kernel.shmmni  = 1024 

For more about setting these limits, see Shared Memory Client-Server Communication for 

Unix/Linux (page 26). 
 

Shared Memory Client-Server Communication for Unix/Linux 

c-treeACE for Unix supports shared memory connections. Shared memory communication 

between clients and servers residing on the same machine generally provides much better 

performance for locally running applications. Local shared memory connections are supported 

across the board including ISAM and SQL connections, and this includes JDBC and Windows 

ADO.NET Data providers. 

Configuration 

Include the following server configuration in ctsrvr.cfg to enable this support: 

COMM_PROTOCOL FSHAREMM 

c-treeACE client libraries are compiled with this featured enabled by default. 

Note: The COMM_PROTOCOL (page 178) option specifies the protocol used for ISAM connections. 

By default, local SQL connections use shared memory unless the SQL_OPTION 

NO_SHARED_MEMORY keyword is specified. See the c-treeSQL Server Operations and Utilities 

Guide for more information about the communication protocol for SQL connections. 
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System Files, Permissions and Ownership 

The c-treeACE shared memory communication protocol creates a file used by clients to find the 

shared memory identifier for its shared memory logon region, and creates a Unix domain socket 

as a file for initial communication between a client and server. 

c-treeACE creates the directory /tmp/ctreedbs and the file /tmp/ctreedbs/<servername>.logon. 

This file name is determined by the value specified with the SERVER_NAME configuration option 

(but see important note below). This file contains an identifier of a shared-memory region used for 

clients to connect. The following configuration option allows this directory to be directly specified: 

SHMEM_DIRECTORY <directory_name > 

IMPORTANT: SERVER_PORT (page 189) applies to the TCP/IP protocol and overrides 

SERVER_NAME if both are used together. 

If your server combines shared memory and TCP/IP usage, here are a few tips: 

¶ If you are content with the TCP/IP port resulting from the SERVER_NAME option, then use that 

option and you can connect using the name with either protocol. 

¶ If you wish to explicitly set the TCP/IP port, use SERVER_PORT to set that port (then connect 

with #port to use TCP/IP on that port) and SERVER_NAME to set the name used by the shared 

memory protocol. Note that this approach means that a connection attempt will not be able to 

'fall back' to using TCP/IP if the shared memory connection fails, unless you choose your 

server name so that it matches your SERVER_PORT setting. For example, consider the 

following set of options: 

SERVER_PORT 7000 

SERVER_NAME #7000 

Then connect with a server name of #7000. The client will attempt to connect using shared 

memory first and if that fails it will connect with TCP/IP on port 7000. 

c-treeACE must have sufficient read, write, create, and delete permissions with this directory. The 

following server keyword sets the shared memory resource permissions: 

SHMEM_PERMISSIONS <permissions>  

The default is 660. 666 will allow access to c-treeACE by any user account. 

Note: Use caution when increasing access permissions to shared memory resources. For 
example, shared memory permission of 666 allows any user to attach to a shared memory 
segment and read or write to it. This means that any process can make a request to a c-treeACE 
Server or could read the request data of another process through such a shared memory region. 

By default, a client application must belong to the server ownerôs primary group to use shared 

memory. This is configurable with the SHMEM_GROUP keyword. 

SHMEM_GROUP  <group> 

Possible errors indicating problems: 

FSHAREMM: Could not get group ID for group <group> for shared memory  

FSHAREMM: Failed to set group for LQMSG  shared memory region: X  
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Shared Memory Keys 

When more than one c-treeACE process is run on a Unix system, the shared memory key used 

by the servers might hash to the same value, causing problems connecting to the servers. This 

happens as the ftok() system call is used by default to generate the shared memory keys, and 

ftok() is not guaranteed to return unique values. Another possibility is that another unrelated 

process might happen to use the same shared memory key as generated by c-treeACE. 

An administrator can specify a specific shared memory key for ISAM and SQL shared memory 

communication protocols to ensure that keys do not match keys already in use on the system. 

This is specified with the following c-treeACE configuration options: 

SHMEM_KEY_ISAM <isam_shared_memory_key>  

SHMEM_KEY_SQL <sql_shared_memory_key>  

The shared memory key values can be specified in either decimal or hexadecimal format. For 

example: 

; Set shared memory key for ISAM connections to the specified decimal value:  

SHMEM_KEY_ISAM 12345  

; Set shared memory key for ISAM connections to the specified hexadecimal value:  

SHMEM_KEY_ISAM 0xabcd 

Client Configuration 

From the client side, either set the global variable ctshmemdir to the directory name before 

connecting, or set the CTREE_SHMEM_DIRECTORY environment variable. The environment 

variable takes precedence over the ctshmemdir setting. This allows the directory to be 

dynamically overridden without having to recompile client code. 

Errors with Shared Memory Protocol 

c-treeACE logs error messages to CTSTATUS.FCS when a shared-memory connection attempt 

fails. The message is of the form: 

FSHAREMM: <error message>  

Adjusting System Limits 

When running c-treeACE with more than 128 shared-memory connections, you may encounter 

one of the following errors: 

FSHAREMM: Connect named pipe failure: 13  

FSHAREMM: Connect named pipe failure: 28  

Many Unix/Linux implementations have a default limit of 128 system semaphores, which are used 

by c-treeACE shared memory connections. However, this value applies system-wide among all 

processes. 

FSHAREMM: Failed to create system semaphore: check system semaphore limits such as SEMMNI  

The following error can be reported as well: 

FSHAREMM: Failed to create shared memory segment: check shared memory  limits such as SHMMNI  

These are typically kernel configurations. c-treeACE requires (2 + # shared memory 

CONNECTIONS) shared memory segments (SHMMNI) and semaphores (SEMMNI). 
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The ipcs command displays current limits: 

#ipcs - l  

------  Semaphore Limits ----- ---  

max number of arrays = 128  

 

------  Shared Memory Limits --------  

max number of segments = 128  

 

To increase limits to allow up to 1024 shared memory segments and semaphores, consider 

adding the following to your local /etc/sysctl.conf file. 

kernel.shmmn i = 1024  

kernel.sem = 250 256000 32 1024  

Run this command to then enable support: 

/sbin/sysctl - p 

Note: In general, you will require root superuser access to make these changes. Consult your 
specific Unix/Linux documentation for the actual file location and parameters of this configuration. 

Usage  

To take advantage of this feature, check the following: 

1. Shut down your c-treeACE Server and add the following keyword to your ctsrvr.cfg file:  

COMM_PROTOCOL FSHAREMM  

2. Restart c-treeACE.  

3. Execute any c-treeACE utility you've linked with V9.5 or later of c-treeACE you have on the 
same machine as the c-treeACE Server process. Even if you are linked with a c-tree TCP/IP 
library, it will automatically detect if you are running on the same machine and try to connect 
via shared memory. This way you don't need multiple versions of your application and 
utilities.  

4. You can monitor your connections by listing the clients from the ctadmn command-line utility 
on Linux, or by using the c-treeACE Monitor program from Windows (it is shown in the 
Comm Info column on the far right). 

Usage Notes 

¶ Unix and Windows client libraries are built with shared-memory support by default. 

¶ When c-treeACE detects a request to connect from the same machine as the client, it first 

attempts to connect using shared memory. If that succeeds, the connection uses the 

shared-memory protocol. Otherwise, the connection is made using TCP/IP. 

¶ 32-bit clients can connect to 64-bit servers (and vice versa). 

¶ By default, a client application must belong to the server ownerôs primary group to use shared 

memory. This is configurable with the SHMEM_GROUP keyword. 

¶ Shared memory uses a Unix domain (file system) socket for transferring data between the 

client and server. The Unix domain socket exists as a file named 

/tmp/ctreedbs/<servername>.logon .  

COMPATIBILITY SHMEM_PIPE can be specified to use an earlier approach of named pipes. 

¶ A Unix/Linux server using shared-memory communications will create a directory 

/tmp/ctreedbs. If this directory already exists (for example, if a different user had started the 
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server, even from a previous run) and the server does not have write permission to this 

directory, startup will fail, most likely reporting a DSRV_ERR error (509, duplicate server), 

even if no other server is currently running. 

¶ pthread mutex shared-memory support is expected for Unix systems. However, if a client and 

the server are compiled with incompatible options (for example, the client uses System V 

semaphores but the server uses pthread mutexes) the connection attempt will fail and 

c-treeACE will log one of the following messages to CTSTATUS.FCS: 

If client is using System V semaphore and server is using pthread mutex: 

A shared - memory connection attempt by an incompatible client failed: pthread mutex required  

If server is using System V semaphore and client is using pthread mutex: 

A shared - memory connection attempt by an incompatible client failed: SYSV sema required  

System Tools 

The Unix/Linux ipcs utility is useful for listing the shared-memory regions and semaphore sets 

that currently exist on a system. ipcs can also be used to remove shared-memory regions and 

semaphore sets. Under normal circumstances, c-treeACE removes shared-memory regions and 

semaphore sets for connections that have been closed. However, if the c-treeACE process 

terminates abnormally, it may be necessary to manually remove the shared-memory regions and 

semaphore sets belonging to this process. 
 

c-treeACE Server - Unix version logs message when shared memory canôt create semaphore or 

segment 

On Unix systems, c-treeACE Server logs a message to CTSTATUS.FCS when it fails to create a 

system semaphore or shared memory segment due to a resource limit. This helps the server 

administrator understand the cause of the error. Example message: 

Fri Aug 22 15:14:44 2014  

 -  User# 00013  FSHAREMM: Failed to create system semaphore: check system semaphore limits such 

as SEMMNI 

Fri Aug 22 15:14:44 2014  

 -  User# 00013  NewUser: Unable to create an instance of a named pipe  

 
 

Other Possible Shared Memory Messages 

c-treeACE ISAM and SQL ports are independent of each other. In general, there is a shared 

memory connection protocol enabled for each, in addition to TCP/IP ports. Keep in mind that's a 

total of four (4) connection protocols, with configuration options for each. 

Possible SQL shared memory connection errors can appear such as the following. Analyze and 

correct these as you would for the ISAM errors previously mentioned as the same parameters 

should be examined. 

-  User# 00012   sqlshmlisten: shared memory pro tocol initialization failed: - 1 

-  User# 00012   sqlshmlisten: shared memory protocol accept failed: - 2 

-  User# 00012   sqlshmlisten: Failed to get shared memory environment: XX  

Named pipe creation failed with error ERROR_PIPE_BUSY. The operation will be retried 

 -  User# 00012   sqlshmlisten: shared memory protocol listen failed: - 4   

Failed permissions on the temporary directory needed. 
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-  User# 00012   SQLSHAREMM: Failed to open /tmp/ctreedbs/CTSQL_6597 for shared memory: 13     

 
 

Unix Shared Memory Protocol Not Freeing Shared Memory Segments (different client and server 

user accounts) 

When clients used the shared memory protocol on Unix systems and the client and server 

processes were run under different user accounts, shared memory segments could be left behind 

after the connections were closed. The ipcs -m listing showed shared memory segments with no 

processes attached. In V10.3 and later, the logic has been modified to correct this. 

Note: These changes add a field to the client and server logon data structures to pass the user 
ID between the client and server processes, resulting in the following compatibility 
considerations: 
 
An old client can connect to a new server and it will behave as it did before these changes.  
 
A new client cannot connect to an old server using shared memory. It will receive error 133 if the 
server is configured to only use shared memory. It will connect with TCP/IP if the server is using 
both shared memory and TCP/IP. The old server will log the following message to 
CTSTATUS.FCS: 
 
FSHAREMM: The client's shared memory version (2) is not compatible with the 

server's shared memory version (1)  

 
At startup, the c-treeACE Server now logs messages to CTSTATUS.FCS to indicate the shared 
memory directory used for logon purposes and the shared memory protocol version that it is 
using: 
 
FSHAREMM: SHMEM_DIRECTORY=/tmp/ctreedbs/  
FSHAREMM: Protocol version=2  

 

Specify Shared Memory Keys on Unix 

When more than one c-treeACE Server was run on a Unix system, the shared memory keys used 

by different servers could have the same value, which prevented connections to the servers. In 

addition, it was possible for unrelated applications to collide with default keys generated by 

c-treeACE servers.   

To address this key collision, it is now possible for an administrator to specify specific shared 

memory keys for ISAM and SQL shared memory communication protocols ensuring the keys do 

not match existing keys already in use on the system.  

New c-treeACE Server configuration options are available to directly specify a shared memory 

key. SQL and ISAM each require separate shared memory support 

 

SHMEM_KEY_ISAM <isam_shared_memory_key>  

SHMEM_KEY_SQL <sql_shared_memory_key>  

 

Shared memory key values can be specified in either decimal or hexadecimal format. For 

example: 

 

; Set shared memory key for ISAM connections to the specified decimal value:  
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SHMEM_KEY_ISAM 12345 

 

; Set shared memory key for ISAM connections to the specified hexadecimal value:  

SHMEM_KEY_ISAM 0xabcd 

 

Compatibility Notes: 

When these configuration options are not used, c-treeACE Server uses the old method of 
assigning shared memory keys so its shared memory communication protocol is compatible with 
old clients. c-treeACE Server now writes the shared memory key to the shared memory resource 
file and new clients know to read the shared memory key from this file. If a new client finds no 
shared memory key in the file, it uses the old method to assign a shared memory key so it is 
compatible with an old server. 

The shared memory resource file is named /tmp/ctreedbs/<server_name> for ISAM, and 
/tmp/ctreedbs/CTSQL_<sql_port> for SQL, where /tmp/ctreedbs is the default shared memory 

directory. It can be changed using the SHMEM_DIRECTORY configuration option. 

An old client will not be able to connect to a new server using shared memory if the server uses 

the SHMEM_KEY_ISAM or SHMEM_KEY_SQL configuration option to specify a shared memory key 

that differs from the shared memory key that the old method would generate. 

 
 

Use of Domain Sockets for Faster Unix/Linux Shared Memory Connections 

In release V11 and later, Unix and Linux c-treeACE Servers use a Unix domain socket instead of 

named pipes for the initial shared memory protocol communication between the client and server. 

(Prior to this revision, all Unix and Linux systems except AIX used named pipes for the initial 

shared memory connection.)  

The following shared memory protocol changes were enacted: 

¶ Now c-treeACE Server uses a Unix domain socket instead of a pair of named pipes for the 

initial communication when a client connects to the server. c-treeACE Server still creates the 

named pipes, and when a client connects, the server waits for the client to write to either the 

socket or the named pipe. In this way, the server is able to support both clients that use the 

new method and those that use the original method. 

¶ The c-treeACE Server configuration option COMPATIBILITY SHMEM_PIPE can be used to 

restore the original behavior of only using named pipes. We expect this keyword to be used 

only in an unexpected situation in which the new option is not working as well as the original 

option. 

¶ c-treeACE clients (both ISAM and SQL) now use the Unix domain socket method when 

connecting using the shared memory protocol if the server indicates that it supports it. If not, 

the clients use the original method. 

¶ A c-treeACE client library can be compiled with #define NO_ctFeatUNIX_SHMEMsocket  

to force the client to use the original method only.  
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System Group Assignment of Unix/Linux Shared Memory resources 

On Unix/Linux systems, a user can belong to more than one group of which one group is the 

primary group, and all other groups are secondary groups. When the SHMEM_PERMISSIONS 

option is used to only enable user and group permissions on shared memory resources, the 

resources created for shared memory connections (files, semaphores, shared memory regions) 

are assigned with the user's current primary group by default.  

To address this situation, a new configuration option, SHMEM_GROUP, has been added preventing 

a user account that shares a secondary group with the user account under which the c-treeACE 

Server process is running failing to connect using with shared memory.  

This option causes c-treeACE Server to assign group membership to the specified group. This 

option applies to the resources for both the ISAM and the SQL shared memory protocol. 

As an example, consider two user accounts:  

¶ user1  - belongs to groups group1  and group2  

¶ user2  - belongs to group group2  

If the user1  account runs c-treeACE Server with SHMEM_PERMISSIONS 660 in ctsrvr.cfg, a 

client program run by the user2  account will fail to connect using shared memory.  

To allow the client program run by user2  to connect, add the following configuration option to 

ctsrvr.cfg and restart c-treeACE Server: 

SHMEM_GROUP group2 

This causes the shared memory resources to be assigned to group group2 , which allows the 

user2  client program to connect.  
 

Solaris Considerations 

Orphan shared memory segments and semaphores contribute to the system limit. Their presence 

can affect the number of user connections you will be able to achieve. There is no way of 

ensuring these are removed if the server process exits unexpectedly, so they must be removed 

manually. To remove them, follow these procedures:  

1. List the shared memory segments and the number of attached processes (NATTACH): 

ipcs - m - o 

This shows all the shared memory segments on the system. Ones with no attached 

processes might be safe to remove.  

Note: Be careful not to delete the shared memory segments created by other processes. 
Deleting a shared memory segment that is in use does not cause an immediate problem for 
c-tree. This is similar to deleting a file that is open: any process using it can keep using it, but 
no one can start using it. 

2. Use the ipcrm  command to remove unwanted shared memory segments and semaphores.  

Consult the manpage on your system for specific details about using this command. 

3. List the interprocess semaphores using the ipcs - s  command.  

For Solaris 5.10, see List Interprocess Semaphores on Solaris 5.10 below. 

Solaris does not provide a way to see which interprocess semaphores belong to a specific 

process. To get an idea of whether a semaphore might be in use, use ipcs - s - t  to see the 

time of last use. You may be able to infer which semaphores belong to c-tree by the time of 
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last use (especially if you can shut down c-tree cleanly and observe the change in 

semaphores). 

4. Delete any unwanted interprocess semaphores.  

Note: Deleting an interprocess semaphore if it is actively in use by c-tree causes the 
connection to immediately fail. Deleting an interprocess semaphore that is in use by another 
process may cause that process to fail. 

Once you have removed the items shown above, you can start the server and connect to it.  

Raising the Limits on Solaris 5.10 and Later 

The following parameters are useful for managing resources: 

¶ max-shm-ids - Maximum number of shared memory segments on a system 

¶ max-sem-ids - Maximum semaphore IDs for a project. 

¶ max-sem-nsems - Maximum number of semaphores allowed per semaphore set. 

To temporarily raise the limits set for these parameters, run the following as root, where 

SHELL_PID is the PID of the shell that will be starting the c-tree server process: 

prctl - n project.max - shm- ids - r - v 1024 - i project default  

prctl - n project.max - sem- ids - r - v 1024 - i project default  

prctl - n process.max - sem- nsems - r - v 1024 SHELL_PID  

You can then start c-treeACE Server from the shell with PID = $SHELL_PID  and connect users.   

The above settings will be reset to the default when the machine is rebooted. (Also, remember 

that max- sem- nsems is only increased for that shell process and its children).  

To make these changes permanent so they are effective after every reboot, execute the following 

command:  

/usr/sbin/projmod - sK "project.max - shm- ids=(privileged,1024,deny)" default  

After changing the shared memory parameters, you may need to delete orphaned shared 

memory segments as described above. 

 

List Interprocess Semaphores on Solaris 5.10 

Solaris 5.10 (and later) has a different method for capturing the current number of semaphores:  

1. Run the following command: 

prctl - n project.max - shm- ids $$  

Example output:  

/export/home/fctech$ prctl - n project.max - shm- ids $$  

process: 3636: - tcsh  

NAME    PRIVILEGE       VALUE    FLAG   ACTION       RECIPIENT  

project.max - shm- ids  

        privileged        128       -    deny                 -  

        system          16.8M     max   deny                          

2. Run the following command: 

prctl - n process.max - sem- nsems $$  
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Example output:  

/export/home/fctech$ prctl - n process.max - sem- nsems $$  

process: 3636: - tcsh  

NAME    PRIVILEGE       VALUE    FLAG   ACTION       RECIPIENT  

process.max - sem- nsems 

        privileged        512       -    deny                 -  

        system          32.8K     max   deny                 -  

 
 

2.3 Multiple c-treeACE Servers on One Machine 

It possible to install and run multiple instances of the c-treeACE Server on the 

same machine. 

To run multiple c-treeACE instances, each instance must be individually licensed, 

have a unique name (communications ports), and have a unique set of server and 

data files.  

Important! Separate c-treeACE instances cannot share files. 

For each c-treeACE instance, you must: 

1. Install c-treeACE into a unique directory. 

2. License each c-treeACE instance. Every instance of c-treeACE requires a separate license. 

3. Specify a unique Server Name in the configuration file, ctsrvr.cfg, as described in Configuring 
the c-treeACE Server (page 169). (Don't forget unique SQL port numbers.) 

4. Configure each instance to have a unique Service Name if running as a Windows service 
(described in Configuring the c-treeACE Server (page 169)). 

 
 

2.4 TCP/IP Broadcast Support 

It is possible for your vendor to create client applications that listen for an available c-treeACE 

Server without knowing the Server Name in advance. A c-treeACE Server can be configured to 

broadcast its Server Name and IP address over a TCP/IP port. With this method, it is possible for 

a client to detect the various c-treeACE Servers operating on the network and obtain their Server 

Names, including IP addresses. Your vendor will notify you if and when you should use these 

settings and what values should be used. 

Three server keywords support the broadcast feature: BROADCAST_PORT, 

BROADCAST_INTERVAL, and BROADCAST_DATA. See the examples in c-treeACE Configuration 

Options (page 176). 

¶ BROADCAST_PORT specifies the TCP/IP port used for the broadcast. The default value is 0, 

which means the broadcast is off. If DEFAULT is specified, this means that the broadcast is 

on and the default port is used, which is 5595. Any valid four-byte integer greater than 5000 

that is not in use by another process may be specified. This should NOT be the port for the 
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c-treeACE Server, which is displayed at startup and is based on the Server Name. See the 

examples below. 

¶ BROADCAST_INTERVAL determines the number of seconds between broadcasts. The default 

is 10 seconds, otherwise the token should be a number. If the number is negative, each 

broadcast is also sent to the c-treeACE Server standard output. To prevent unreasonable 

values, the maximum value allowed is currently set to 86,400 seconds, which is once per 

day. 

¶ BROADCAST_DATA specifies a token to be broadcast following the Server Name. The token 

must not contain spaces. The Server Name will be followed by a vertical bar character, ó|ô, 

which is followed by the token. There is no default token. 

Using the following sample keywords and assuming the host IP address was 127.0.0.1, the 

c-treeACE Server broadcasts ñSAMPLE | 127.0.0.1 | 5451| FAIRCOM_SERVERò on port 6329 

every 90 seconds: 

SERVER_NAME          SAMPLE 

BROADCAST_PORT       6329  

BROADCAST_INTERVAL   90 

BROADCAST_DATA       FAIRCOM_SERVER 
 

2.5 Heterogeneous Server Network Support 

The c-treeACE Server automatically provides sophisticated network support allowing dissimilar 

machines to share data across the same network. The FairCom term for this type of logic is 

ñNetformatò. Netformat logic automatically controls all aspects of data byte ordering (big 

endian/little endian). The server process defines the ordering of the data (High/Low "big endian" 

or Low/High "little endian") while the client process dictates the alignment of the file. 

Example 

To further illustrate the power of the Netformat logic, review the following network scenario: 

¶ Server: c-tree IBM POWER 7 TCP/IP Server running AIX 

¶ Clients: Intel-based Windows word-aligned client application. 

All data files will be stored in a High/Low (most significant byte, "big endian") format used by the 

IBM POWER 7 CPU. Files created by the Intel Windows application will be word aligned (the 

default with Microsoft Visual Studio compiler). The applications will all be able to share the same 

files (assuming the application developer has aligned all numeric fields on at least a 2-byte 

boundary for this example - a good C programming practice). 
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3.  c-treeACE Server Basic Operations 

Once the c-treeACE Server is installed on the operating system, it is ready to be used. Starting 

and stopping the c-treeACE Server are basic Administrator responsibilities, therefore this chapter 

is required reading. 
 

3.1 Starting c-treeACE the First Time 

Before we cover the actual process of starting the c-treeACE Server, there are a few points to 

make about the Administratorôs first-time duties: 

1. If the vendor has supplied an (optional) encrypted settings file, ctsrvr.set, ensure it is in the 
location specified in the vendorôs installation documentation. The settings file is not 
user-configurable. See c-treeACE Configuration Options (page 176) for more information. 

2. See if there is a c-treeACE Server configuration file, ctsrvr.cfg. If so, verify the file contents, 
change it if necessary, and prepare it to run when the c-treeACE Server starts. See 
Configuring the c-treeACE Server (page 169) for details. 

3. Change the Administratorôs password to protect future access to the c-treeACE Server and 
access to Administrator utilities. Use the Administrator Utility described in c-treeACE Server 
Administrator Utility (page 59). 

Note: Initially, the c-treeACE Server recognizes only one user, who is intended to be the 
Administrator. This ñsuper userò has the unchangeable User ID name of ADMIN and the initial 
password of ADMIN. Administrator functions can be run by anyone with knowledge of the 
Administrator User ID and password. The first thing to do is to change the initial password 
and keep the new password secure. The steps to change the password are described in 
c-treeACE Server Administrator Utility (page 59). 

4. Set up initial User IDs so users can log on to the c-treeACE Server. Use the Administrator 
Utility, described in c-treeACE Server Administrator Utility (page 59). 

 
 

3.2 Starting c-treeACE 

The following is a general discussion of the process used to start a c-treeACE Server. In most 

environments, ctreesql is the name of the c-treeACE SQL Server executable (ctsrvr is the name 

of the ISAM-only c-treeACE Server). 

1. Ensure ctreesql (or ctsrvr) is in the base directory for database operations. See c-treeACE 
Server Installation (page 7). 

2. If reconfiguring the c-treeACE Server, use a text editor to create a configuration file, 
ctsrvr.cfg. See Configuring the c-treeACE Server (page 169). 

3. If adding (or changing) a configuration file, make sure it is in the same directory as the 
c-treeACE Server, is optionally set with the FCSRVR_CFG environment variable, or is listed 
on the command line (CTSRVR_CFG <file>). 
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Note: If the configuration file is not found by the c-treeACE Server, the server will not use the 
customized configuration file but will begin operation using default configuration settings. Check 
the installation instructions for your platform in c-treeACE Server Installation (page 7) for any 

exceptions. 

Start the c-treeACE Server by entering or selecting the name of the c-treeACE Server executable 

file, ctreesql or ctsrvr, just as any ordinary program in the environment. 

Note: The c-treeACE Server name may have a file extension - see the platform-specific 
information in c-treeACE Server Installation (page 7) for details. 

Note: By default, no password is required to start the c-treeACE Server, therefore an automated 

process, such as a batch, script, or cron process, may start the c-treeACE Server. 

Every time the c-treeACE Server starts, it checks log files made when it last stopped and, if 

necessary, uses these files to automatically recover from problems. See Automatic Recovery 

(page 108) for details. 

In most Unix environments, FairCom recommends Administrators run the c-treeACE Server in 

background to decrease the chance of unwittingly terminating it. For example: 

# ctreesql &  

or 

# ctsrvr &  

The Unix ñno hang upò option may also be used to keep the c-treeACE Server from being 

terminated if the user starting the c-treeACE Server logs off the system. For example: 

# nohup ctreesql &  

or 

# nohup ctsrvr &  

 
 

Start Up Errors 

The c-treeACE Server verifies database integrity and the operation of its own components at 

startup. If any problems are detected, the c-treeACE Server places error messages in the 

c-treeACE Server Status Log, CTSTATUS.FCS, and displays them on the system console. In 

extreme cases, the c-treeACE Server halts operation. Several kinds of errors can occur at 

startup. 

Some of these errors, and the appropriate reaction to each, are as follows: 

Error Explanation and Reaction to Error 

12 A file required during automatic recovery cannot be located. Either it was removed after the 
server failed or the physical media (e.g. disk drive) was damaged during a failure. To recover 
from this problem, reload the last complete system backup. See Maintaining Database Integrity 
(page 103) for more information. 

46 File number overflow. Too many files opened. Verify the configuration to ensure the proper file 
allocations and limits. Verify the applications are opening the appropriate files in the appropriate 
manner. 
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Error Explanation and Reaction to Error 

96 A log file required for recovery is not available. To recover from this problem, reload the last 
complete system backup. See Maintaining Database Integrity (page 103) for more information. 

143 Communication handler not installed. Be sure the network drivers are loaded or the shared 
memory directory (/usr/ctsrv) for Unix platforms has been created. 

173 

174 

Can also occur if the server is unable to create a socket for the client connection. Socket creation 
will fail if the available file descriptors for the server process have been used (if the server has 
many files open, for example). Check the per-process file descriptor limit on your system. This 
limit must be large enough to accommodate the number of files you wish to open (the FILES  

setting in the server configuration), plus the number of clients to connect to the server at a time 
(the CONNECTIONS or USERS setting in the server configuration). 

509 Another copy of the particular c-treeACE Server you attempted to start is already running. Each 
installed copy of the c-treeACE Server must have its own license and a unique serial number. If 
you do not have enough c-treeACE Server licenses, please contact your c-treeACE Server 
provider. 

Note: Utility error messages covered in this manual refer to messages a c-treeACE Server sends 
to a program connected to it. Although we list error numbers with brief explanations of each error, 
it is important to understand how errors are treated, including messages sent to users. It is the 
responsibility of the client application programs receiving the error messages to properly capture 
and display the errors. 

Note: The error messages associated with specific error numbers for the c-treeACE SQL Server 
are found in the dherrors file which is stored in the lib sub-directory below the 

LOCAL_DIRECTORY (if this keyword is defined in the server configuration file), 

SERVER_DIRECTORY (if this deprecated keyword is defined in the server configuration file), or 

the directory where the server is installed. 
 

Errors Ignored When IP Address Return for Host System Fails 

c-treeACE Server is able to ignore some errors getting the IP addresses for the host system 

when it starts. Sometimes c-treeACE Server failed to start with error 891 (most commonly seen 

on Unix systems). The following message was logged to CTSTATUS.FCS: 

 

-  User# 00001  Failed to get IP address for host 'hostname': gethostbyname() returned error code 

1 

 

This error occurred when the systemôs host name (as shown by the hostname or uname -a 

commands) was not present in the /etc/hosts file and could not be resolved by DNS. 

c-treeACE Server now ignores this error except in situations that require getting the IP addresses 

for the host system (when using the ñlocal connections onlyò and ñnode-based licensingò options).  
 

Launching c-treeACE Server companion executable 

The SIGNAL_READY keyword provides the ability to launch an executable when the c-treeACE 

Server comes up. This keyword takes as its argument the name of an executable to be launched 

when the c-treeACE Server is ready (i.e., automatic recovery is completed). See SIGNAL_READY 

in c-treeACE Configuration Options (page 176) for additional information. 
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This option allows applications that require the Server to launch automatically. Some examples 

including an auditing application, subordinate controlling interfaces (bar code readers, etc.), or a 

client running on the same machine as the Server. 
 

3.3 Stopping the c-treeACE Server 

Only a user in the ADMIN group can stop the c-treeACE Server. The server can be stopped using 

the Windows Close icon or menu item, using the ctstop or ctadmn utilities, or by an application 

using the StopServer() function. 

To stop the c-treeACE Server with the Close button in the upper-right corner of the application 

window, or with the Close item in the File menu, just click either object, as is common with any 

other Windows application. An ADMIN group User ID and password is required to complete the 

close operation. 

To stop the c-treeACE Server with the module ctstop, a special client application: 

1. Start this program like any other. 

2. The stop module asks for four things: 

a. The ADMIN user ID, which must be ADMIN or a member of the ADMIN group. 

b. The user password, which is necessary for continuing with the procedure. 

c. The current name of the c-treeACE Server, if an alternative to the default name was 

given in the configuration file (see the keyword SERVER_NAME in Basic Configuration 

Options) to specify which c-treeACE Server to stop. 

d. The delay time (if any) before shutting down the c-treeACE Server. If a greater-than-zero 
delay is specified, the c-treeACE Server will not accept any new users or transactions. 
Logon attempts during the delay time specified will fail with error SHUT_ERR (150), 
which means, ñThe Server is shutting downò.  New transactions cannot be started while 
waiting to shut down. They will return SHUT_ERR (150) or SGON_ERR (162), ñServer 
goneò, depending on how far the shutdown process has gone. 

Tip: This can be given on a single line as: 
 
ctstop ADMIN ADMIN FAIRCOMS  

The c-treeACE Server may also be stopped by an application program, as long as it supplies an 

ADMIN group User ID and password, using StopServer() discussed in the c-treeACE 

Programmerôs Reference Guide, (distributed only to c-treeACE developers). 

During c-treeACE Server shutdown, messages reflect when communications terminate and when 

the final system checkpoint begins. In addition, two aspects of the shutdown that involve loops 

with two-second delays generate output indicating their status. The first loop permits the delete 

node queue to be worked down. The second loop permits clients to shutdown cleanly during 

c-treeACE Server shutdown. If these loops are entered, the c-treeACE Server could take a 

measurable amount of time to shut down, depending on the amount of work to be done, and 

output indicates how many queue entries or clients remain. A notice indicates whether everything 

was cleaned-up. A clean-up notice is NOT generated if a loop was not entered. 

This output permits a c-treeACE Server Administrator to monitor the shutdown, and avoid an 

incorrect assumption about whether the c-treeACE Server is making progress or has hung during 

shutdown. After the c-treeACE Server shuts down, it sends a message saying c-treeACE Server 

operations have been terminated. The output is routed to the console and CTSTATUS.FCS, 
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although the latter does not receive the numeric information concerning the number of queue 

entries or active clients. 

Note: If the Replication Agent is running on a server, replication should be stopped before trying 
to stop the server. If replication is running when you attempt to stop the server, you will see error 
792 (External server shutdown disabled).  

 
 

Launching Server companion upon shutdown 

The SIGNAL_DOWN keyword provides the ability to launch a customer executable when the 

c-treeACE Server comes down. This keyword takes as its argument the name of an executable 

that will be launched when the c-treeACE Server has been successfully terminated. See 

SIGNAL_DOWN in c-treeACE Configuration Options (page 176) for additional information. 

This option could be used to launch a backup utility, to re-launch the server, or to execute a 

batch/shell script to perform actions that can only be performed while the server is inoperative. 
 

3.4 Server Operational Errors 

The c-treeACE Server performs rigorous error checking and logging during the course of 

everyday operation. Because of the depth of error checking that is performed, warnings and error 

messages are logged in even the most benign situations. 
 

Windows Resource Error (1450) Configurable Retry Logic 

When the Windows kernel has allocated all of its paged-pool memory, it will not be able to 

perform many tasks and instead returns a STATUS_INSUFFICIENT_RESOURCES 

(0xC000009A) message. This is a restriction of 32-bit addressing (only 2GB addressable within 

the kernel), regardless of the amount of memory available in the system. 

Microsoft Support Knowledgebase regarding Error 1450 http://support.microsoft.com/kb/142719 

When the c-treeACE Server configuration option IO_ERROR_BLOCK_SIZE option is specified in 

the c-treeACE Server configuration file, a read or write operation that fails with Windows system 

error 1450 (ERROR_NO_SYSTEM_RESOURCES) is retried in blocks of the specified size. If any 

one of those read or write operations fails, the c-treeACE Server fails the read or write operation. 

The c-treeACE Server supports two additional configuration options that permit additional disk 

read/write retries and a sleep interval between retries. 

IO_ERROR_BLOCK_RETRY <retries>  specifies the maximum number of failed 

IO_ERROR_BLOCK_SIZE-sized I/O operations that must occur before the I/O operation is 

considered to have failed. If the IO_ERROR_BLOCK_SIZE-sized I/O operations that are being 

attempted for a particular I/O operation fail more than <retries> times, the c-treeACE Server 

writes a READ_ERR (36) or WRITE_ERR (37) message to CTSTATUS.FCS and considers the 

I/O operation to have failed. 

A value of -1 signifies infinite retries. The default is 0, which means that the I/O operation is tried 

only once in IO_ERROR_BLOCK_SIZE-sized blocks, and if any of these I/O operations fails, the 

http://support.microsoft.com/kb/142719
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entire I/O operation is considered to have failed. As another example, if 

IO_ERROR_BLOCK_RETRY is set to 20 and IO_ERROR_BLOCK_SIZE is set to 65536, if a 

327680-byte write is retried as 5 65536-byte write operations, then the I/O operation fails if there 

are 20 failures to perform those 5 write operations. 

IO_ERROR_BLOCK_SLEEP <time>  specifies a time in milliseconds between retry attempts. The 

default is zero, which means that retries are attempted immediately. 

SNAPSHOT Monitoring of Failed Retires 

To permit monitoring the number of I/O error 1450 retries that have occurred, a counter has been 

added to the system snapshot structure. The sctioblkretry field of the ctGSMS structure is defined 

as an unsigned long integer that stores the total number of I/O error 1450 retries that have 

occurred since the c-treeACE Server started. The snapshot log file SNAPSHOT.FCS displays the 

I/O error 1450 retry counter value with a description of "I/O ERR(1450) automatic retries:". The 

system snapshot structure version has been changed from 9 to 10 to note the presence of this 

new field in the structure and the statistics monitoring utility, ctstat, and ctsnpr utilities have been 

updated to properly handle the presence of this field in the system snapshot structure and 

snapshot log. 
 

I/O Block Sizes with Windows Systems 

When the IO_ERROR_BLOCK_SIZE configuration option is specified in the c-treeACE Server 

configuration file, if a disk read or write operation fails with system error 1450 (Insufficient system 

resources exist to complete the requested service), the server retries the I/O operation using the 

specified block size. If the retried I/O operation also fails with error 1450 (or if a disk I/O operation 

fails with error 1450 and IO_ERROR_BLOCK_SIZE is not specified in the server configuration file), 

c-treeACE now logs the following message to CTSTATUS.FCS: 

<op_code>: loc <location> file <filename> offset <offset> iosize <iosize> syserr <errcod>  

where: 

¶ <op_code> is READ_ERR (36, indicating that a read operation failed) or WRITE_ERR (37, 

indicating that a write operation failed) 

¶ <location> is the location in the code where the I/O operation failed 

¶ <filename> is the name of the file for which the I/O operation was requested 

¶ <offset> is the offset of the failed I/O operation 

¶ <iosize> is the size of the failed I/O operation 

¶ <errcod> is the system error code for the failed I/O operation 

An internal write call was modified to ensure that when the IO_ERROR_BLOCK_SIZE 

configuration option is used, a retried I/O operation is done at the original offset for the I/O 

operation and that sysiocod is reset to zero before retrying the I/O operation. 
 

Communications Errors (127/128) 

When a communication error such as VDP_ERROR (127 or 128) occurs, the c-treeACE Server 

logs an entry in the Server Status Log CTSTATUS.FCS. This is not a serious situation unless the 

client application is also getting errors such as 127, 128, or similar errors. 
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The context of the communications error is that a server thread gets a notification that a message 

is available, but when the server performs a read, nothing is returned. 

This can be caused by: 

¶ Physical network problems 

¶ An overworked network transport layer that is timing out and doing retries 

¶ Clients exit without calling CloseISAM() or StopUser(), or end users that turn their machines 

off without properly logging out of the application. This category includes client application 

crashes. 

To ensure the errors are not serious, try to reconcile the communications errors in the log with the 

client events that triggered them. Since these errors do not usually happen frequently and user 

names are provided, it should be easy to determine which event caused this situation. 

To avoid these errors, ensure the c-treeACE Serverôs host machine is not burdened beyond its 

capacity. Using a more powerful machine or limiting the number and types of applications on a 

machine can improve performance and limit errors at the communication level. Also, ensure no 

specific application is over-using resources on the host machine. If appropriate in the server's 

operating environment, increasing the priority of the c-treeACE Server can eliminate or reduce 

communications errors. This should be done cautiously as it will affect other applications running 

on the same machine. 

The error messages in the Server Status Log can be turned off, but unless they are an 

inconvenience, this is NOT recommended. The messages serve as a good health check on the 

state of your network and may be an early warning of more serious network and system 

problems. To disable the messages, add 

CTSTATUS_MASK  VDP_ERROR 

to the ctsrvr.cfg file and restart the c-treeACE Server. 
 

8770 

The 8770 error occurs when the server attempts to remove an internal unique file ID from a list as 

a file is closed, but that file ID is not on the list. This might be caused by an application opening 

different files with the same internal file ID. This would typically be the case when a file is copied 

and both files are then opened; therefore they both have the same file ID. To avoid these errors 

do not copy server-controlled files. If the 8770 error occurred after another more serious error, the 

8770 error can be safely ignored. If it recurs, contact your application developer for assistance. 
 

3.5 Server Memory Calculations 

The c-treeACE Server startup memory requirements can be reasonably approximated with the 

following equation: 

Base line Memory =  

    Server EXE size + 1 MB +  

    Communications Library size (if applicable) +  

    Data cache (DAT_MEMORY) +  

    Index buffer (IDX_MEMORY) +  

    (900 bytes * Number of files (FILES)) +  

    (325 bytes * Maximum number of connections (CONNECTIONS)) +  
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    (4 bytes * Maximum number of con nections (CONNECTIONS)  

             * Maximum number of connections (CONNECTIONS)) +  

    (16000 bytes * Number of actual connections) +  

    (256 bytes per connection per file actually opened))  

Note the following points: 

¶ DAT_MEMORY and IDX_MEMORY defaults vary based on the type of server (Standard vs. 

SQL) and the PAGE_SIZE. See Basic Keywords (page 177) for details. 

¶ FILES  defaults to 1000. 

¶ CONNECTIONS default to 128. 

¶ IDX_MEMORY is the MAX of: 

Å IDX_MEMORY or 

Å 3 * CONNECTIONS * (PAGE_SIZE + 400), where PAGE_SIZE defaults to 8K. 

The following locking/transaction processing related items should be considered when 

approximating the c-treeACE Server dynamic memory requirements: 

¶ Each record locked consumes 24 bytes. 

For transaction processing files only: 

¶ Each data record written consumes (record length + 42) bytes. 

¶ Each index operation consumes (key length + 42) bytes. 

Note: Some operating systems offer virtual RAM (VRAM) which swaps data from memory to the 
hard drive. VRAM is usually automatically invoked if RAM gets full. Since data is being moved to 
and from the hard drive by VRAM, applications will often slow. If your system suddenly slows, 
examine this possible cause with your system administrator. 

 

3.6 Stack Traces in Case of Critical Error 

A diagnostic feature is available that provides a stack trace showing calls for all threads. This is 

performed automatically when a fatal error occurs. 

This feature redirects output to the file pstack<server_pid>_<sernum>.log, where <server_pid> is 

the process ID of the c-treeACE Server process and <sernum> is a serial number maintained by 

the server to ensure unique log names. The server also writes a message to its status log, 

CTSTATUS.FCS, indicating that a process stack trace was dumped. For example, the following 

message in CTSTATUS.FCS refers to the file pstack_454_01.log: 

Dumped stack for server process 454, log=1, loc=73, rc=0  

Please contact your vendor immediately if you encounter a c-treeACE crash and be prepared 

to supply these stack dumps. This enables FairCom engineers to quickly pinpoint critical errors 

and enable fast response times for corrected servers. 

Note: To receive function times, you will need shared libraries (Unix/Linux) or DLL (Windows) 
with symbols. Be sure to run the pstack command from the local directory where the c-treeACE 
Server library resides. If it is not run from that directory, the symbol-enabled library will not be 
loaded and the system function calls will appear as question marks in the call stack. 
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Unix Operating Systems 

For servers running on Unix operating systems, the implementation invokes the pstack utility. 

Note: If pstack does not exist on your system, no trace will be created. 

If your system's process stack trace creation utility is named something other than pstack, you 

can create a shell script named pstack to run your utility. For example, if the utility on your 

system is named dumpstack, create a shell script named pstack with the following two lines: 

#!/bin/csh  

dumpstack $1  

Remember to give your shell script execute permission (for example, chmod +x pstack) and put 

it in a directory that is in the path. 

IBM AIX Operating Systems 

The server uses the AIX procstack utility to log the stack trace. 

Microsoft Windows Operating Systems 

This feature requires an external DLL, dbghelp.dll, which is part of the Windows installation, and 

is dynamically loaded at stack dump time. It also requires that this DLL exports the function 

MiniDumpWriteDump() which may not be the case with older versions of this DLL. In the case 

where the DLL cannot be found or it does not contain the function, the stack dump fails and a 

message is logged in CTSTATUS.FCS without any other consequence. 

It is suggested to enable Dr. Watson on the Windows system of interest when attempting to 

generate a dump file with information needed to trace a continuing server stack dump. Visual 

Studio 7.0 or greater is required to inspect the file for Windows stack dumps. 

Security Note: In-flight data will be captured at the time these core files are generated. 
Consider the case of data and indexes residing in the memory caches of the server process 
space. This will be unencrypted data even if it was encrypted on disk. Please consult with your 
local risk assessment organization concerning any privacy or security issues before forwarding 
this information to FairCom. 
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4.  c-treeACE Access Configuration 

One of the main responsibilities of a c-treeACE Server Administrator is to establish and maintain 

access to the c-treeACE Server. Although reviewing this chapter is not required for operating the 

c-treeACE Server, FairCom recommends Administrators consider the following features. 

Access to the c-treeACE Server can be controlled in four basic ways: 

User access restrictions Requiring User ID and/or User password to access the c-treeACE Server. 

File access restrictions Requiring file password to access a file. 

File operation permissions Controlling which specific operations (e.g., read, write, delete) a given class of 
users can perform on a particular file they have accessed. 

Group-based restrictions Defining groupings, then assigning users to given groups and giving 
appropriate file permissions only to members of a specific group. 

The details of access and security control through user, file, and group information are covered in 

this section. Basic concepts needed to understand security operations are covered first. 

Descriptions of the Administrator Utility used to enter security information for the c-treeACE 

Server and monitor users while they are connected to the c-treeACE Server follow. 

Note: The controls discussed here are those available to the Administrator. Applications can also 
be programmed to allow certain security controls (e.g., change file passwords) to users who have 
appropriate access to the c-treeACE Server, using available security functions in FairComôs 
c-treeACE API. Consult application documentation or application vendor for further login 
instructions. 

It is important to be aware that the file security provided by the c-treeACE Server is a function of 

access to files through the c-treeACE Server. When files are not controlled by the c-treeACE 

Server, they may not be secure. 

c-treeACE File and User Security, as well as Encryption, are available only when using the 

client/server operational model. 
 

4.1 Users, Files, Groups, and File Permission Masks 

This section covers the security concepts needed to understand and make use of the full range of 

Administrator security controls offered by the c-treeACE Server. These security features are 

designed to work together. For example, security instructions can be arranged allowing only 

certain sets of users particular rights with respect to a given file. 

See Also 

¶ Security Administrator Utility - sa_admin (page 83) 
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Users 

Whenever an application connects to a c-treeACE Server, it must identify itself to the c-treeACE 

Server. The identifying code is called the User ID. To gain access to the c-treeACE Server, the 

User ID seeking access to the c-treeACE Server must be one already authorized as a valid User 

ID. A password for the User ID may also be required to access the c-treeACE Server. 

If one attempts to log on to a c-treeACE Server with an invalid User ID (i.e., one not issued by the 

Administrator or created by changing an existing User ID), the c-treeACE Server will deny the 

request and send a message to that effect (i.e., error message 450). An attempt to log on with a 

valid User ID but an invalid user password will also be denied, with a message stating the reason 

(i.e., error message 451). 

When an application, i.e., a user running a given application, logs on to the c-treeACE Server, a 

task user is created to identify the session with the User ID. This is relevant when monitoring or 

disconnecting clients from the c-treeACE Server. 

The c-treeACE Server recognizes four kinds of users: 

Administrator 

The Administrator, or ñsuper userò, is the only user with a pre-set, and unchangeable, User ID 

(ADMIN). By having the only initial valid User ID, ADMIN is the first user to gain access to the 

c-treeACE Server. After changing the password for User ID ADMIN from the initial password, 

ADMIN, to a secure private password, the Administrator uses the ADMIN User ID and the private 

password to obtain exclusive access to the Administrator utilities needed to carry out the 

responsibilities discussed in this manual. 

Unique User ID 

The Administrator can create new User IDs (and passwords) for other users, who then log onto 

the c-treeACE Server with these names. This includes new members to the ADMIN group with 

limited Administrator capabilities. 

Application-based User ID 

Application programs can be designed to supply a given User ID code when attempting to log on 

the c-treeACE Server, regardless of who the user is. This User ID is treated like a unique User ID, 

although several users may share a common ID. In other words, the application/user is allowed 

onto the c-treeACE Server only if the User ID (and the password, if any) supplied to the 

c-treeACE Server has been authorized. 

Guest Users 

Users without a unique User ID. An application program can be designed to log onto a c-treeACE 

Server without requiring the user to supply a User ID and without supplying an application-based 

User ID. When no User ID is supplied to the c-treeACE Server as an application logs onto the 

c-treeACE Server, the c-treeACE Server automatically assigns the special User ID ñGUESTò to 

that session. 

A c-treeACE Server does not accept guest logons by default. To allow guest logons, add: 

GUEST_LOGON YES (page 186). 
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User IDs can be up to 31 characters long. Characters can be letters, numbers, or punctuation 

marks. User IDs are not case-sensitive (i.e., upper and lower case characters are treated as the 

same). 

User passwords can be up to 63 characters. (Nine characters for V9 and prior.) Characters can 

be letters, numbers, or punctuation marks. Passwords are case-sensitive (i.e., upper case and 

lower case characters are treated as different). 

Note: Users, including ADMIN, can use the ctpass utility (see Userôs Control of Security Options 
(page 57)) to change their own password. Members of the ADMIN group can use the c-treeACE 
Server Administrator Utility (page 59), described below, to change the password for a User ID 
that is not a member of the ADMIN group; only the super ADMIN account (named ADMIN) can 
change a password for an account that is a member of the ADMIN group. 

 

User ID and Membership in Groups 

The Administrator can establish groups of any sort (e.g., a payroll group, a shipping room group, 

a data entry group) and associate each User ID to as many as 128 of these groups. For example, 

User ID ñB.Smithò could be a member of Group ID ñPayrollò. These connections are ordered, from 

the ñ1stò to ñNthò group membership, where N is a maximum of 128. 

If the Administrator does not assign a given User ID to a group, the c-treeACE Server 

automatically assigns that User ID to a special group with the GUEST Group ID. In addition, the 

special GUEST User ID is automatically assigned to the GUEST group. 

A primary (i.e., default) group is always defined for each User ID. This is either the Group ID for 

the first association or, if no Administrator established associations, the GUEST group. For 

instance, number 1 on the list of 128 possible connections between the user and groups set up 

by the Administrator. 

These group mechanisms are important in connection with the file permission masks. See 

Groups (page 50) for more information. 
 

User ID and Ownership of Files 

Each file created by the c-treeACE Server has an owner. In general, the User ID in effect when a 

file is created is automatically made the owner of the file. The Administrator can change a current 

file owner to any other valid User ID. The concept of file owner is important because it can be 

used with the file permission mask. See Files (page 49) for more information. 
 

User ID and Logon Limits 

The Server Administrator can set several system-wide limits and User ID overrides for those 

limits. The number of consecutive logon failures, the delay after failure limit is reached, and a 

minimum time between logons can all be set system-wide with configuration keywords. These 

settings can be overridden for each User ID using the Server Administration utility, ctadmn, 

which can also set beginning and ending dates for each User ID. These features are detailed 

below and in c-treeACE Server Administrator Utility (page 59). 

The Server Administrator can set an optional limit on the number of consecutive failed logons that 

will cause subsequent logon attempts to fail for a specified time interval. The default logon limit is 

zero (0), which implies the feature is not active. Logons are blocked for 5 minutes by default after 

exceeding the limit. A logon during this period returns LRSM_ERR (584). Set the logon limit with 



c-treeACE Access Configuration 
 
 
 

All Rights Reserved 49 www.faircom.com 

 

LOGON_FAIL_LIMIT  <logon limit>  in the configuration file. The length of time the logons are 

blocked is set by LOGON_FAIL_TIME <minutes>  in the configuration file. 

The c-treeACE Server can be configured to require user logons within a given period. This 

ensures all users log on ñat-least-onceò within the defined time (e.g., at least once a week). If the 

time expires for a specific user, the server deactivates the userôs profile, preventing access to the 

server. The Server Administrator, or other ADMIN group user, must reset the userôs account once 

the time limit has elapsed. To activate this feature, add the following keyword in the server 

configuration file, ctsrvr.cfg, where <value> is the period in minutes during which the user must 

logon: 

LOGON_MUST_TIME <value>  
 

Files 

Database files have several security features in addition to the file permission mask, discussed in 

a separate section: 

File Password 

Files created by the c-treeACE Server, and others, can be assigned a file password when 

created. File passwords can be changed later by the Administrator or the fileôs owner, and then 

be required for users to access files. For example, a user could be required to enter a file 

password before initiating the file operations specified in the file permission mask (see File 

Permission Masks (page 51)). 

File passwords can be up to 9 characters long. Characters can be letters, numbers, or 

punctuation marks. Passwords are case sensitive (i.e., upper case and lower case characters are 

treated as different). 

File Owner 

As explained in Users (page 47), when a file is created by the c-treeACE Server, the User ID 

requesting the creation is established as the owner of the file. 

User accounts in the ADMIN group are treated differently from non-ADMIN users: When a user 

account in the ADMIN group creates a file, a security resource is stored in the file (unless the file 

is created with the ctDISABLERES filemode). This means the owner and group of the file is set to 

the ADMIN user and, if the permission mask is zero, all permissions are set on the file. 

Non-ADMIN users must specify a non-zero permission mask to enable security restrictions. If the 

permission mask is zero, or if you call a file create function that doesn't have a permission mask 

parameter, the file is created without security features. Remember: A zero permission mask does 

not mean "no permission"; it means "no security restrictions" (full permission) and no owner and 

group are assigned. 

If you call CreateIFileXtd() or CreateIFileXtd8() and specify a non-zero permission mask, the file 

is assigned the owner and group of the user creating the file.  

The Administrator may change the file owner any time to any other currently valid User ID. The 

owner is used to define one of the ways file permissions can be granted, e.g., the owner typically 

has permission to write to the file. 
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File Group 

When created, a file is typically associated with the current primary group of the User ID who 

created the file. The file group is designed for use with the file permission mask. This can be 

changed later to any other currently valid Group ID for that User ID by the Administrator or owner. 

For example, the file permission mask may allow ñgroup permissionò to read the file, while no 

others can (see File Permission Masks (page 51)). As explained above under "File Owner," if the 

permission mask is zero, or if you call a file create function that doesn't have a permission mask 

parameter, the file is created without security features. 

If instructed by the userôs application when it creates a file, a fileôs Group can be any one of the 

ownerôs other Group IDs, instead of the ownerôs primary Group. 

The current Owner of a file may use the ctfile utility, after entering both the current User ID 

password and the current file password, to change: the file password; the file permission mask 

(see File Permission Masks (page 51)); the file Group; and even the file Owner itself, which would 

block the user from accessing the file through the original Owner User ID. Userôs Control of 

Security Options (page 57) contains a further description of this treatment. 
 

Groups 

A Group is an arbitrary category of associated User IDs and files. For example, a business 

wanting to separate the payroll department and the shipping department could establish a 

ñshippingò Group and a ñpayrollò Group and associate appropriate User IDs with one or more of 

these Administrator-defined Groups. By establishing and using groups, the Administrator can 

offer file-level operation control to selected groups of users. For example, by using Groups along 

with file permission masks it is possible to enable users in the payroll department to read, but not 

write, to any file created by anyone else in the payroll department.  

See also Two Kinds of Groups (page 50). 
 

Two Kinds of Groups 

The c-treeACE Server maintains a GUEST group, to which User IDs are associated if they are 

not assigned to any Administrator-defined Group ID. This means every User ID is associated with 

at least one group (i.e., the GUEST Group or a Group ID). 

The Administrator can create any number of Groups each of which has a Group ID, a text 

description (for display), a memory allocation specification, and a list of User IDs associated with 

the Group ID. As noted, the Administrator can associate a given User ID with as many as 128 

Group IDs. A GUEST User cannot be associated with any Group IDs; instead, the c-treeACE 

Server automatically assigns a GUEST User to the GUEST Group. 

Group IDs can be up to 31 characters long. Characters can be letters, numbers, or punctuation 

marks. User IDs are not case-sensitive (i.e., upper and lower case characters are treated as the 

same). 
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File Permission Masks 

Once a user has access to a given file, which might need both user and file passwords to reach, 

there is one additional level of access control available. This is the ñfile permission mask,ò a set of 

controls over who can do what with a given file. 

Operations Controlled 

User permissions with respect to the following file operations can be controlled with the file 

permission mask for a given file (i.e., ñYES, TYPE X USERS have permission to do this 

operationò or ñNO, TYPE X USERS do not have permission to do this operationò): 

¶ READ the file 

¶ WRITE to the file (i.e., add, update, or delete individual items in the file) 

¶ CHANGE THE DEFINITION(s) of the file, including such characteristics as alternative 

collating sequences or record schemas (see the c-treeACE Programmerôs Reference Guide 

for details) 

¶ DELETE the entire file 

¶ Any combination of the above 

If a file has no permission mask, any user who can access the file can perform all the above 
operations. Remember: A zero permission mask does not mean "no permission"; it means "no 

security restrictions" (full permission) and no owner and group are assigned. 

User Controls 

Each of these permissions for a given file can be specified for any or all of the following classes of 

users: 

¶ WORLD access: Allow the specified file operations to any user who can access the file (so 

users who lack a required User ID and/or file password do not have these file-operation 

permissions). 

¶ OWNER access: Allow the specified file operations to the current owner of the file. The owner 

is either the User ID in effect when the file was created or a different User ID who was later 

assigned as the owner (seeFiles (page 49) for details). 

¶ GROUP access: Allow the specified file operations to any User ID currently a member of the 

same Group as the current File Group. 

In summary, a file permission mask permits different degrees of access to a file for the fileôs 

owner, users belonging to the fileôs group, and all other users, including guests. 

Using the concepts discussed above, the Administrator can establish a sophisticated and flexible 

security system with the c-treeACE Server. The mechanism for actually entering information for 

use by the c-treeACE Server is a separate program utility, called the Administratorôs Utility, 

ctadmn. 
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Informing Users of their Security Options 

Users can change the password for their own User ID and they can change security controls for a 

file if they are the owner of the file. To optimize the use of c-treeACE you may wish to be sure 

users are aware of these abilities, and how to appropriately apply them.  

See Userôs Control of Security Options (page 57) for details. 
 

4.2 Dynamic Advanced Encryption 

FairCom offers developers several advanced encryption routines, including AES (Rijndael), 

Blowfish, Twofish, and DES. Advanced encryption must be enabled at runtime via a server 

configuration keyword. The choice of encryption algorithm and cipher strength is a per-file choice 

by the application developer at file creation time. A master password is then assigned to the 

server installation which must be provided in some form at server startup. 

When advanced encryption is enabled, c-treeACE prompts for a master password at server 

startup by default. For high availability, options are available to use a local key store file to 

maintain and verify the master password. The system administrator may encrypt existing files 

using the ctcv67 utility. 

Developers can also implement the c-treeACE Server SDK to replace this prompt with an 

application-specific method of retrieving the master password. 

Note: Prior to enabling advanced encryption, understand that there is no practical way to recover 
encrypted data without knowing the master password that was used to encrypt it. This applies to 
backed up data as well as live data. If a master password is changed, be sure to retain the old 
master password for any backups that may still be encrypted with the previous master password. 

 
 

Enabling Advanced Encryption Support 

Follow these steps to enable advanced encryption support: 

1. When Advanced Encryption is enabled, c-treeACE requires a master password at server 
startup. Run the ctcpvf (page 96) utility to generate a new master password for use when 
launching the Advanced Encryption enabled Server. This will generate the file ctsrvr.pvf. 

Note: Developers can use the c-treeACE SDK to replace this prompt with an 
application-specific method of retrieving the master password. 

2. To enable Advanced Encryption, place the following keyword in the ctsrvr.cfg configuration 
file prior to launching: 

ADVANCED_ENCRYPTION YES 

Important: Advanced Encryption is disabled by default. Any time you change the advanced 
encryption setting, you should delete the FAIRCOM.FCS file (which contains user and group 
information) before restarting c-treeACE so user and group information is encrypted for 
protection, as well. All user and group information must be recreated if the FAIRCOM.FCS file is 
deleted. Alternatively, ctcv67 can be used with option E to encrypt an existing FAIRCOM.FCS. 
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See Also 

¶ Master Password Verification File Utility - ctcpvf (page 96) 

¶ Change Master Password Utility - ctencrypt (page 99) 

 
 

Encrypting Files Using Advanced Encryption 

Client implementation of Advanced Encryption is accomplished through the use of the 

SetEncryption() function on a per-file basis. 

See Also 

¶ Master Password Verification File Utility - ctcpvf (page 96) 

¶ Change Master Password Utility - ctencrypt (page 99) 

 
 

Changing the Master Password 

You can use the standalone ctencrypt utility or the ctadmn utility to change the master 

password. Using the ctadmn utility, the Change Server Settings menu has an option to Change 

advanced encryption master password. This will Quiesce the server and update the master 

password for all files or a provided list of files, plus some server-controlled files like 

FAIRCOM.FCS. Using ctadmn to change the master password requires the 

ALLOW_MASTER_KEY_CHANGE YES option to be specified in ctsrvr.cfg (default: NO). 

A function can be used to change the password that is used to encrypt the file-specific encryption 

keys in the specified files. The function is supported by the c-treeACE Server and by the 

standalone c-tree ctencrypt utility. 

Changing the master password in client/server mode 

There are two ways to change the master password in client/server mode: 

¶ Use the ctadmn utility 

¶ Use the SECURITY() function 

 

Use the ctadmn utility 

1. Select option 10. Change Server Settings. 

2. Select option 7. Change advanced encryption master password. 

3. Enter the name of a file on the client system that contains the names of the c-tree data and 
index files that are to be modified. The file is a text file that contains one filename per line. 
Any names of transaction logs that are specified in this file are ignored. (The c-treeACE 
Server automatically locates its active, inactive, and template transaction logs and updates 
them.) 

4. Enter the current advanced encryption master password. 

5. Enter the new advanced encryption master password. ctadmn prompts twice for the new 
password to confirm that it was entered correctly. 

If the c-treeACE Server successfully changes the master password for all the specified files, 

ctadmn displays the message: 
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Successfully changed the advanced encryption master password  

If an error occurs, ctadmn displays the following message: 

Error: Failed to change the advanced encryption master password: <error_code>  

where <error_code>  is the error code indicating the cause of the failure. 

In case of an error, check CTSTATUS.FCS, as it might contain more descriptive messages that 

explain the cause of the error. 

 

Use the SECURITY() function 

To change the master password using the SECURITY() function: 

1. Call the SECURITY() function with the SEC_CHANGE_ADVENC_PASSWD mode.  

2. Specify filno of -1. 

3. Set bufptr to point to a buffer that holds the master password change information and set 
bufsiz to the size of the buffer. 
 
The buffer must conform to the ctENCMOD structure definition shown below: 
 
typedef struct ctencmod  
{ LONG options; LON G numfiles; TEXT varinf[4]; }  
ctENCMOD, *pctENCMOD;  

 

4. Set options to ctENCMODlowl 

5. Set numfiles to the number of files whose names are specified in the varinf field (do not 
include the current and new master passwords in this count even though those values are 
also specified as the first two strings in the varinf field). 

6. In the varinf field, store the following values as null-terminated strings: 

Å the current master password 

Å the new master password 

Å the first c-tree file name 

Å the second c-tree file name 

Å ... 

Å the Nth c-tree file name (where N equals numfiles) 

When using the c-treeACE Server master password change interface, c-treeACE Server attempts 

to change the master password for the specified files and for all active, inactive, and template 

transaction logs that it knows about. If any of the files cannot be changed, the entire operation is 

undone. When the entire operation is successful, the ctsrvr.pvf file is also updated using the new 

master password. 

If an error happens on the transaction logs but the c-treeACE Server terminates before it can 

undo the changes, some files may be left using the new master password but the master 

password is still set to the old value. In this case, the ctencrypt standalone utility (see Changing 

the master password using the ctencrypt standalone utility) can be used to change the master 

password for those c-tree data, index, or transaction log files that need to be changed. 

Error Codes 

Two error codes have been added: 
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Value Symbolic Constant Interpretation 

932 BMPW_ERR The specified encryption master password is 
incorrect. 

933 ICOD_ERR An encryption operation failed due to an 
unexpected internal error. See CTSTATUS.FCS 
for details. 

See c-tree Error Codes (http://docs.faircom.com/doc/ctreeplus/28320.htm) for a complete listing of valid c-tree error values. 

 

This also requires that the ALLOW_MASTER_KEY_CHANGE configuration option is enabled, as 

explained in the c-treeACE Server Administrator's Guide.  

Changing the master password using the ctencrypt standalone utility 

ctencrypt is a standalone utility that can be used to change the master password for the 

specified c-tree data, index, and transaction log files. Below is the command-line usage for this 

utility: 

 

ctencrypt <options> <command>  

 

Supported options: 

¶ -n <sect> - Specify node sector size. The default is 64, which corresponds to PAGE_SIZE of 

8192. 

Supported commands (only one at a time may be specified): 

¶ -chgmpw <filelist> - Change master password for the files whose names are listed in the file 

<filelist>. 

<filelist> is the name of a text file created by the end user that lists the names of the files, one 

per line, that are to be processed. 

ctencrypt requires a password verification file named ctsrvr.pvf that was created using the 

current master password to exist in its working directory. ctencrypt prompts the user for the 

current master password and for the new master password (prompting twice to confirm that the 

new password was properly entered). Then ctencrypt processes the specified files, indicating the 

status of each file and the total of successful and failed operations. 

Unlike the c-treeACE Server master password change operation, ctencrypt does not undo any 

changes in case of an error. The files that it lists as successfully updated will use the new master 

password even if the utility failed to update other files. Also, if you wish to use the ctencrypt utility 

to modify any transaction logs, their names must be specified in the list file. ctencrypt does not 

attempt to locate any transaction log files on its own (as the c-tree Server operation does). 

ctencrypt creates a temporary directory named temp\ctencrypt.tmp.<process_id> to store its 

transaction logs. This directory is normally deleted when ctencrypt shuts down. 

Below is sample output from ctencrypt: 

 

c- tree ACE(tm) Version 9.5.35095(Build - 101118) c- tree  file encryption utility  

 

Copyright (C) 1992 -  2010 FairCom Corporation  

http://docs.faircom.com/doc/ctreeplus/28320.htm
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ALL RIGHTS RES ERVED. 

 

This utility requires a master password in order to start.  

Please enter master password:  

 

Enter new master password   :  

Confirm new master password :  

 

Changing master password for the specified files...  

 

[  OK   ] SYSLOGDT.FCS  

[  OK   ] vcusti  

[  O K   ] L0000000.FCT  

[  OK   ] L0000002.FCA  

[  OK   ] L0000003.FCA  

[  OK   ] L0000004.FCA  

[  OK   ] L0000005.FCA  

[  OK   ] L0000006.FCS  

[  OK   ] L0000007.FCS  

[  OK   ] L0000008.FCS  

[  OK   ] L0000009.FCS  

[  OK   ] L0000010.FCT  

 

12 succeeded, 0 failed  

Successfully changed master password for all specified files  
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5.  User's Control of Security Options 

Users, including the super-user ADMIN, can add or change their password. The user who is 

owner of a file can change file security information for the file. Utilities for implementing user 

security options are described here. 

Note: c-treeACE File and User Security, as well as Encryption, are available only when using the 
client/server operational model. 

 
 

5.1 The User's Password 

The following steps are required for a user to change the password associated with their own 

User ID: 

1. Run the utility program ctpass as any other program in the environment. 

2. Enter your current User ID. 

3. Enter the current password for your User ID, if you have one. (Maximum 63 characters. 
Maximum nine characters for V9 and prior). 

4. Continue by entering the current name of the c-treeACE Server (i.e., the default name or 
another name, supplied in the c-treeACE Server configuration file). 

5. Now change your password by entering the new password. 

6. To be sure to enter the new password, you may be asked to enter it twice before it will be 
accepted. If the same name is not entered both times, try again. 

Note: Whenever input is requested, the user may enter a question mark (?) to receive HELP. 

After the new password is entered and confirmed, a message saying your User ID password has 

been successfully updated will be displayed. After being updated successfully, the new password 

must be used with the User ID to log on to the c-treeACE Server. 

Note: All users can change their own passwords. In addition, users who are members of the 
ADMIN group can change the password of all accounts that are not members of the ADMIN 
group. Only the super ADMIN account (named ADMIN) can change a password for an account 
that is a member of the ADMIN group. 

 

5.2 File Security Controls 

The owner of a file can change the security information for their file, as follows: 

1. Run the utility program ctfile the same way as any other program in the environment. 

2. Enter current User ID. 

3. Enter the current password for the User ID, if one has been assigned. 
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4. Continue by entering the c-treeACE Serverôs current name, which is either the default name 
or another name specified by the server configuration. 

5. Now give the name of the file whose security information is to change. 

6. If the named file has a file password, the next step is to enter the password. 

Note: Whenever input is requested, the user may enter a question mark (?) to receive HELP. 

The file owner may change the following security options for their file: 

¶ Change the fileôs password. 

¶ Change the fileôs permission mask. 

¶ Change the fileôs Group. 

¶ Change the fileôs Owner  

Caution! Be careful changing owner security. Once the owner has been changed, then the 

original owner may no longer use the utility, ctfile, to access the file and change security 

information. 

Note: The Administrator can always use the Administration Utility to change, or view, the file 
security information for any file controlled by c-treeACE. 

Default Permissions 

c-treeACE defaults to a permission mode of 0660 (read/write access for owner and group; no 

access for world) for the files it creates. 

When using c-treeACE the permission mode assigned to files can be set with the server 

configuration keyword FILE_CREATE_MODE to specify the desired file permission mode.  

Example 
;Set read and write permission for owner  

;and no permission for group and world.  

FILE_CREATE_MODE 0600  

Note: On Unix systems, the systemôs umask setting also affects the permission mode assigned 
to a file when it is created. If the umask setting is non-zero, the specified permissions are 
removed from the fileôs permission mode. 
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6.  Administrator Utilities 

Once the c-treeACE Server is installed on the operating system, it is ready to be used. Starting 

and stopping the c-treeACE Server are basic Administrator responsibilities, therefore this chapter 

is required reading. 
 

6.1 c-treeACE Server Administrator Utility 

The c-treeACE Server Administrator Utility, ctadmn, is used by an Administrator to manage 

general server operations including configuring users, groups and files. It can also be used to 

monitor the users logged on to the c-treeACE Server and to disconnect any user from the 

c-c-treeACE Server. 

To use this utility, do the following (which may vary between environments, depending on 

user-interface specifics): 

1. Start running the program, ctadmn, as any other program in the environment. 

2. Enter an ADMIN group User ID. Initially, only ADMIN will exist until you create others. 

3. Supply the current password for the User ID given. 

Note: If this is the first time ctadmn has been run and the password for the User ID ADMIN is 
still ADMIN, change it before leaving ctadmn to ensure secure access to this program in the 
future. You can also change your password using ctpass (see Controlling c-treeACE Server 
Access (page 46)). 

4. You will be prompted for the (optional) file password for the file FAIRCOM.FCS. We 
recommend you do NOT give this file a password since you should already be the only one 
who can run this utility. To confirm the absence of a password, press the return key. 

5. In response to the next prompt, supply the current name for the c-treeACE Server and press 
enter. If the c-treeACE Server name has not been changed (see Basic Keywords (page 177) 

for details on SERVER_NAME), simply press Enter to use the default name. 

Authentication File - This utility supports the use of an encrypted password file. Encrypted 

password files keep user IDs and passwords from plain view when the utility is used within a 

script file. They are created with the ctcmdset utility. The plain text form of the file should be: 

; User Id  

USERID ADMIN 

; User Password  

PASSWD <pass> 

 Use the -a option to specify the encrypted file name. 

Menus 

After finishing these steps, the main menus for the c-treeACE Server Administrator Utility will be 

displayed, allowing access to the following groups of operations:  

 1. User Operations  

 2. Group Definitions  

 3. File Security  
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 4. Monitor Clients  

 5. Server Information (IOPERFORMANCE)  

 6. Server Configuration (SystemConfiguration)  

 7. Stop Server  

 8. Quiesce the Server  

 9. Monitor Server Activity  

10. Change Server Settings  

The following sections detail the areas controlled by the Administrator Utility. The steps 

necessary for each operation may vary slightly in different environments. 

Note: While using the Administration Utility, press the question mark key (ó?ô) at any prompt to 

access Help. 

 
 

User Operations 

User operations available in ctadmn are as follows: 

¶ Add New User by: 

Å Entering a new User ID. 

Å (optional) Enter a long name (i.e., a text string) for use as a User Description (e.g., for 

screen displays, where the User ID may be too terse). 

Å (optional) Enter a User Memory Limit, which is a maximum memory allocation for this 

particular user that will override maximum memory allocations set at the server-level (for 

any user) or at the group level (for any particular group). 

Å (optional) Enter the User Memory Rule: Absolute, Guideline, or Default.  See 

USR_MEM_RUL in Configuring the c-treeACE Server (page 169) for details. 

Å (optional) Enter a user password. 

Å (optional) Assign user membership in from 1 to 128 Groups (i.e., Group IDs). 

Å (optional) Enter the first valid date for this User ID. 

Å (optional) Enter the last valid date for this User ID. 

Å (optional) Enter limit on consecutive logon failures if different from system default. See 

LOGON_FAIL_LIMIT  in Miscellaneous Control for details. 

¶ Remove an existing User ID. 

¶ List authorized User IDs. 

¶ Change the Password for a given User ID. 

¶ Change which Group(s) a User ID is associated with by adding (up to 128) or removing 

groups from a list of a Userôs association with Group IDs. 

¶ Change the User Description, i.e., change the long name identifying the User ID. 

¶ Change User Memory. Change the maximum amount of c-treeACE Server memory a given 

user can consume. 

¶ Change Extended Logon Validation, including start date, end date, and consecutive logon 

failures. 

¶ Change User Logon Limit limits users to a specified number of concurrent logons based on 

their user name. By default, the limit is zero, meaning no limit. 
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Group Definitions 

Group definition operations available in ctadmn are as follows: 

¶ Add New Group by: 

Å Entering a new Group ID. 

Å (optional) Entering a long name (i.e., a text string) for use as a Group Description (e.g., to 

display, where the Group ID may be too terse). 

Å (optional) Entering a Group Memory Allocation, which is a maximum memory allocation 

for Users who are a member of this particular Group, and will override maximum memory 

allocations set at the server-level (for any user). 

¶ Remove an Existing Group ID. 

¶ List Groups: List all current Group IDs and descriptions. 

¶ Change Group Membership: Add or remove User IDs from a given Group. 

¶ Change Group Description: Change the long name for the Group ID. 

¶ Change Group Memory: Change the maximum amount of Server memory user in a given 

group can consume. 

¶ Change Group Logon Limit: Limit users to a specified number of concurrent logons based on 

their group membership. By default, the limit is zero, meaning no limit. 

 
 

File Security 

File security operations that can be performed on a given file using ctadmn are as follows: 

¶ Change the Fileôs Password. 

¶ Change the Fileôs Permission Mask, controlling file operation permissions for three classes of 

users: World, Group, and File Owner. 

¶ Change the Fileôs Group. 

¶ Change the Fileôs Owner. 

Note: Applications can be designed so separate data files and/or index files can be joined into a 
ñsuperfile,ò which is a single physical file from the point of view of the operating system. Separate 
ñlogicalò files within a superfile are called superfile member files. From the point of view of the 
Administrator, superfiles, member files, and separate data or index files are all treated the same 
way. 

 

Monitor Clients 

The Administrator may want to know which users are currently attached to the c-treeACE Server 

or may want to force a user to disconnect from the c-treeACE Server. These functions are 

available: 

¶ List Attached Users. 

¶ Disconnect Users. 
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Note: Users IDs are associated with Task users (i.e., sessions). It is a task, or session, that is 
actually terminated. If a User is disconnected using ctadmn, the CTSTATUS.FCS entry is 

augmented by the terminated user ID and node name. 
 

Server Information 

This prompt provides performance information since the last startup of the c-treeACE Server. 

The following is an example of the server performance statistics: 

==============================================================  

============  Server performance statistics  =================  

============  Values are since last startup  =================  

==============================================================  

 

        data buffer requests   =          382  

        data buffer hits       =          364  

        data buffer hit rate   =         95 %  

 

        index buffer requests  =           77  

        index buffer hits      =           73  

        index buffer hit rate  =         94 %  

 

        # of read operations   =          113  

        bytes read             =       226761  

        # of write operations  =           20  

        bytes written          =        91264  

 

================================================= =============  

 

Press RETURN to continue...  

 
 

Server Configuration 

This prompt provides configuration information since the last startup of the c-treeACE Server. 

Note that c-treeACE developers can retrieve much of this information using the 

SystemConfiguration() function. 

The following is an example of current server resource values: 

================================================================  

============  Current S erver Resource Values   =================  

================================================================  

 

        current system memory usage              =  239526744  

        highest system memory use                =  241289947  

        current system n et allocations           =      24238  

        c- tree ACE files opened by system         =         15  

        physical c- tree ACE files open            =          6  

        c- tree ACE file control blocks in use     =         18  

        # message in delete node  queue           =          0  

        # message in checkpoint queue            =          0  

        # messages in system monitor queue       =          0  

        current # of logons                      =          1  

        current # of pending locks (syst em wide) =          0  

        maximum number of logons                 =         32  
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        limit for the maximum number of logons   =         32  

        maximum number of client nodes           =   no limit  

        maximum number of connections per node   =   no limit  

        remote connections allowed               =        YES  

        c- tree ACE Server version                 = V9.0.10459  

================================================================  

Press RETURN to continue...  

 
 

Stop Server 

This prompt allows the Administrator to stop the c-treeACE Server. ctadmn will ask for 

verification that the c-treeACE Server is to be stopped and ask for a shutdown delay in seconds. 

Note: If the Replication Agent is running on a server, replication should be stopped before trying 
to stop the server. If replication is running when you attempt to stop the server, you will see error 
792 (External server shutdown disabled).  

 
 

Quiesce Server 

The Quiesce Server option allows an administrator to immediately block all access from clients to 

the server while maintaining a consistent server state.  

Successful Quiesce.  

 

It is now safe to perform a system backup of c- tree ACE Server's controlled files.  

Press RETURN once the backup is completed to resume the c- tree ACE Server.  

 

Press RETURN to continue...  

While in this state all data and index files are physically closed and can be safely copied, backed 

up, or moved. Simply press RETURN to bring the server back online to clients. 

When you quiesce the server, as long as the connection that quiesced the server remains 

connected, all other connections are blocked. Only if that connection goes away do we allow the 

ADMIN user to logon again and undo the quiesce. 
 

ctadmn utility checks for active transactions before quiescing c-treeACE Server 

When the administrator selects the ctadmn utility's option to quiesce a c-treeACE Server, 

ctadmn checks for active transactions. If any transactions are active, ctadmn prompts the user 

for a maximum time to wait for transactions to complete. That value is passed to the ctQUIET() 

function, which waits up to the specified number of seconds before aborting active transactions 

and quiescing c-treeACE Server.  
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Monitor Server Activity 

From this menu an administrator can quickly obtain lists of files, including by connection, as well 

as locks on a particular file. These options are useful in determining active file usage by 

applications. 

 

        Monitor Server Activity:  

 

        1. List  all files open by the c- tree ACE Server  

        2. List all files open by a particular connection  

        3. List connections that have a particular file open  

        4. List locks held on a particular file  

        5. Close a file that is open in KEEPOPEN mode 

 

        Enter your choice (1 - 5), or 'q' to return to previous menu>>  

 
 

Change Server Settings 

c-treeACE allows certain options to be enabled/disabled at run time. This ctadmn menu displays 

available options. As the list grows over time, you may find additional entries not specifically listed 

here. 

        Change Server Settings:  

                 1. Configure function monitor  

                 2. Configure checkpoint monitor  

                 3. Confi gure memory monitor  

                 4. Configure request time monitor  

                 5. Change dynamic dump sleep time  

                 6. Change dynamic dump sleep interval  

                 7. Enable or disable a status log mask option  

                 8. Change advanced encryption master password  

                 9. Change a DIAGNOSTICS option  

                10. Change the specified configuration option  

Enter your choice (1 - 10), or 'q' to return to previous menu>>  

 
 

ctadmn user listing for rtexecute thread running report launched by 

RTSCRIPT 

The Communications section of the user listing shows rtexecute for threads launched by 

RTSCRIPT calls. Below is an example listing: 

UserID: ---                                NodeName: 

Task 15                                   Communications: rtexecute  

         Memory: 1512K     Open Files: 8     Logon Time:   --  

         Tran Time:   --    Rqst Time:  0:30  InProcess  Rqst# 0   - unknown -  

This is analogous to how the launched dynamic dump thread, idyndmp, is listed. The listing 

states which thread to kill if one is using ctadmn to stop a report. Killing the thread that shows 

RTSCRIPT as the last function called will not interrupt the report being compiled by rtexecute.  
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6.2 ctstop - Server Stop Utility 

Usage 
ctstop [ - auto ] [ <AdminId> <AdminPassword> <ServerName> [ delay ] ]  

This utility shuts down a c-treeACE Server.  

Passing the -auto switch to ctstop without specifying a ServerName, AdminPassword, or 

AdminID shuts down a c-treeACE Server with the defaults shown below: 

ctstop - AUTO ADMIN ADMIN FAIRCOMS  

The ctstop utility supports passing in ServerName, AdminPassword, and AdminID when the 

-auto switch is used. 

The optional delay value is the number of seconds to wait before shutting down, with a default of 

no delay and a maximum of 60 seconds. 

Note: If the Replication Agent is running on a server, replication should be stopped before trying 
to stop the server. If replication is running when you attempt to stop the server, you will see error 
792 (External server shutdown disabled).  

Authentication File 

This utility supports the use of an encrypted password file. Encrypted password files keep user 

IDs and passwords from plain view when the utility is used within a script file. They are created 

with the ctcmdset utility. The plain text form of the file should be: 

; User Id  

USERID ADMIN 

; User Password  

PASSWD <pass> 

Use the -1 option to specify the name of the encrypted file. 
 

6.3 ctstat - Statistics Utility 

The c-treeACE Statistics Utility, ctstat, is a client utility used to display statistics collected by 

c-treeACE. This utility provides valuable real-time monitoring of critical c-treeACE operations. 

Usage 
# ctstat  report_type [ - s svn] [ - u uid] [ - p upw]  

        [ - i int [cnt]] [ - h frq] [ - d] [ - m] [ - t]  

Reports: 

-vas Admin-System Report 

-vts Tivoli-System Report 

-vaf file... Admin-File Report 

-vtf file... Tivoli-File Report 

-vau  user... Admin-User Report by User Name 

-vau handle... Admin-User Report by User Handle 
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-vah handle... Admin-User Report by Connection Handle 

-vat Admin-Transaction Report 

-var Admin-Replication Reader Report 

-func Function Timing Report 

-funcfile [csv] Function Timing By File Report (the csv option saves in comma-delimited 
format) 

-userinfo User Report with stats from USERINFO() function 

-isam ISAM Activity Report 

-sql SQL Activity Report 

-sqlidx Shows index scan statistics 

-sqlcache Shows SQL cache information 

-text System Activity Report, Write System Snapshot to SNAPSHOT.FCS. 

-file [csv] File Activity Report (the csv option saves in comma-delimited format) 

-iotime on | off Turn disk I/O call timing on or off 

-wrktime on | off | 
reset 

Turn function call timing on or off or reset the function-timing statistics 

-mf logfile Log all memory allocations to the specified file 

-ma logfile Log aggregate memory allocations to the specified file 

-mr min,max Log only memory allocations in the range min,max 

-ms Output memory allocation statistics 

-mu Unload module debug symbols 

-filelocks datafile List all locks on a data file 

-filelocks file [N] List all locks on a data file. Displays the Nth key. See -filelocks Notes below. 

-userlocks user List all locks held by a user. See -userlocks Notes below. 

Options: 

-s svn  c-treeACE Server name 

-u uid  User name 

-p upw  User password 

-i int [cnt] Pause int seconds for optional cnt times. 

Standard output is flushed after the interval determined by -i so that output is 

written to the file immediately. This better handles cases where output is 
redirected to a file.  

-h frq  Print a description header every frq outputs 

-d Show cache stats as delta 

-I int [cnt] (-I is an upper case i) Pause int seconds for optional cnt times, waiting int 
seconds before returning the first row.   
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-m Show memory file stats when using -vaf report. The following additional 
statistics are output: 

Å phyrec - Last byte offset of file for non-memory file or current memory in 

use for memory file. 

Å mhghbyt - Largest amount of memory used for memory file since file was 

created. 

Å memcnt - Current number of memory records. 

Å hghcnt - Largest number of memory records since file was created. 

-t  Output timestamp with header. 

Authentication File 

This utility supports the use of an encrypted password file. Encrypted password files keep user 

IDs and passwords from plain view when the utility is used within a script file. They are created 

with the ctcmdset utility. The plain text form of the file should be: 

; User Id  

USERID ADMIN 

; User Password  

PASSWD <pass> 

Use the -a option to specify the name of the encrypted file. 

-filelocks Notes 

The -filelocks option lists all locks on a data file and, optionally, displays the Nth key. The lock 

offset and the associated keys are not read at the same time. Since we are reading records 

locked by other users to generate the key, there is no guaranteed relationship between the lock 

and the displayed key. The following are possible scenarios: 

1. The displayed key is from before or after any changes made by the lock holder. 

2. The locked offset no longer holds a valid record (it has been deleted, or updated and moved). 

3. The locked offset could have been locked/modified/unlocked more than once between the 
time the lock offset was acquired and the time the record is read, so the offset could hold an 
entirely different record than what was originally locked.  

The -filelocks file [key] command supports c-tree's standard wildcard filename matching for the 

specified file, allowing locks from multiple files to be displayed. The standard wildcards (used by 

ctsrvr.cfg keywords such as MEMORY_FILE and REPLICATE, etc) are: 

*  - Multi-character match 

? - Single-character match 

^  - Negation (must be first character)  

-userlocks Notes 

For the -userlocks report: 

¶ If UserID is a number, it is interpreted as a task ID. 

¶ If UserID is a string, it is interpreted as a name, and information on locks held by each task ID 

with a matching name is returned. 

Because the -userlocks report may generate a large number of server calls (for each task ID and 

file), the -userlocks report interval may be increased up to 60 seconds, depending on the number 

of matching users and files involved. 
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Filelocks and Userlocks Note: Dumping large quantities of locks in a very active system could 
affect performance. 

  

-isam header changed to avoid misunderstanding 

The header of the ctstat -isam command displays a /s suffix to indicate that the statistics are per 

second. For example, the following syntax will produce the output below:  

ctstat.exe - s FAIRCOMS - u ADMIN - p ADMIN - h 2 - isam  

add/s   del/s   upd/s  read/s  total/s  

       0       0       0       0        0  

       0       0       0       0        0  

   add/s   del/s   upd/s  read/s  total/s  

       0       0       0       0        0  

Note: This constitutes a Compatibility Change.  

 
 

Admin-System Report Example 

The admin-system (-vas) report displays c-treeACE Server system-wide statistics in the areas of 

cache usage, disk I/O, open files, established client connections, file locks, and transactions. 

Example 

Below is a sample admin-system report produced by executing the command: 

 ctstat - vas - u ADMIN - p ADMIN - s FAIRCOMS - h 10 - i 2  
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The columns shown in this report are described as follows: 

d%h   Data cache hit rate  

%m    Data cache miss rate [100 -  Data cache hit rate]  

i%h   Index cache hit rate  
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%m    Index cache miss rate [100 -  Index cache hit rate]  

r/s   Disk reads per second  

w/s   Disk writes per second  

cur   Current number of open files  

max   Server limit on number of open files  

cur   Current number of client connec tions  

max   Server limit on number of client connections  

cur   Number of locks currently held  

l%h   Lock hit rate [(lock attempts -  locks blocked -  locks denied) / lock  

      attempts]  

%m    Lock miss rate [100 -  Lock hit rate]  

dead  Number of dead locks d etected  

act   Current number of active transactions  

t/s   Number of transactions per second  

r/t   Number of read operations per transaction  

w/t   Number of write operations per transaction  
 

Tivoli-System Report Example 

The Tivoli-system (-vts) report displays c-treeACE Server system-wide statistics in the areas of 

cache usage, disk I/O, open files, established client connections, file locks, and transactions. The 

Tivoli-system report displays much of the same statistics that the admin-system (-vas) report 

displays, but in a format appropriate for input to tools such as the Tivoli monitoring application. 

Example 

Below is a sample Tivoli-system report produced by executing the command: 

ctstat - vts - u ADMIN - p ADMIN - s FAIRCOMS - h 10 - i 2  

 

#%cachehit %cachemiss r/s w/s maxfiles openfiles totalconnections activetransactions numdeadlock 

trans - r/s trans - w/s %hashhit %hashmiss transactions/s  

92 8 0 0 10000 18 1 0 0 0 0 100 0 0  

92 8 0 9 10000 18 1 0 0 0 17 100 0 1  

92 8 0 0 10000 18 1 0 0 0 0 100 0 1  

92 8 0 0 10000 18 1 0 0 0 0 100 0 1  

92 8 0 1 10000 18 1 0 0 0 1 100 0 1  

92 8 0 0 10000 18 1 0 0 0 0 100 0 1  

Note: The header line shown in this example is written as a single output line although it may be 

shown on multiple lines here. 

The columns shown in this report are described as follows: 

%cachehit           Data and index cache hit rate  

%cachemiss          Data  and index cache miss rate  

r/s                 Disk reads per second  

w/s                 Disk writes per second  

maxfiles            Server limit on number of open files  

openfiles           Current number of open files  

totalconnections    Current number of client connections  

activetransactions  Current number of active transactions  

numdeadlock         Number of dead locks detected  

trans - r/s           Number of read operations per transaction  

trans - w/s           Number of write operations per transaction  

%hashhit            Lock hit rate  

%hashmiss           Lock miss rate  

transactions/s      Number of transactions per second  
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Admin-File Report Example 

The admin-file (-vaf) report displays c-treeACE Server statistics for the specified file. Note that 

multiple data or index files can be specified on the command line. Below is a sample admin-file 

report produced by executing the command: 

ctstat - vaf mark.dat mark.idx - u ADMIN - p ADMIN - s FAIRCOMS - h 10  

 

r/s  w/s entries locks l%h %m dlock recrd  node t filename  

   2    4   11863     4 100  0     0   128   n/a F mark.dat  

   0    4   11863     2  96  4     0   n/a 32768 I mark.idx  

   1    3   12192     4 100  0     0   128   n/a F mark.dat  

   0    9   12192      3  97  3     0   n/a 32768 I mark.idx  

   2    4   12730     5 100  0     0   128   n/a F mark.dat  

   0    3   12730     1  97  3     0   n/a 32768 I mark.idx  

   2    4   13236     5 100  0     0   128   n/a F mark.dat  

   0    2   13236     0  97  3     0   n/a 32768 I mark.idx  

The columns shown in this report are described as follows: 

r/s       Disk reads per second for the file  

w/s       Disk writes per second for the file  

entries   Number of data records or key values in file  

locks     Number of lock s currently held on file  

l%h       Lock hit rate for the file  

%m        Lock miss rate for the file  

dlock     Number of dead locks detected for the file  

recrd     Record length if data file, otherwise n/a  

node      Node size if index, otherwise n/a  

t         File type (F=fixed - length data, V=variable - length data, I=index)  

filename  Name of the file  
 

Tivoli-File Report Example 

The Tivoli-file (-vtf) report displays c-treeACE Server statistics for the specified file in a format 

appropriate for input to tools such as the Tivoli monitoring application. 

Below is a sample Tivoli-file report produced by executing the command: 

ctstat - vtf mark.dat mark.idx - u ADMIN - p ADMIN - s FAIRCOMS - h 10  

 

#r/s w/s currentlocks waitinglocks filename  

0 0 5 0 mark.dat  

0 0 1 1034 mark.idx  

1 3 4 0 mark.dat  

0 6 0 1120 mark.idx  

3 5 5 0 mark.dat  

0 0 0 1208 mark.idx  

2 4 4 0 mark.dat  

0 0 2 1324 mark.idx  

 

2 4 5 0 mark.dat  

0 3 2 1402 mark.idx  

The columns shown in this report are described as follows: 

r/s             Disk reads per second for the file  

w/s             Disk writes per second for the file  

currentlocks    Number of locks currently held on file  

waitinglocks    Cumulative lock wait count  

filename        Name of the file  
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Admin-User Report Example 

The admin-user report, -vau user..., displays c-treeACE Server statistics for the specified users. 

All existing connections whose user ID match the specified user ID are displayed. 

Example 

Below is a sample admin-user report produced by executing the command: 

ctstat - vau GUEST - u ADMIN - p ADMIN - s FAIRCOMS - h 10  

 

log function   sec fil lok l%h %m dlock tid/uid/nodename  

 7s TRANEND      0   2   1  98  2     0 GUEST/10/  

 7s ADDREC       0   2   2  98  2     0 GUEST/12/  

 7s ADDREC       0   2   1  98  2     0 GUEST/13/  

 7s ADDREC       0   2   0  98  2     0 GUEST/14/  

 0s ctSNAPSHOT   0   2   0   0  0     0 ADMIN/15/ctstat  

 7s ADDREC       0   2   0  98  2     0 GUEST/17/  

The columns shown in this report are described as follows: 

log                Total logon time for client  

function           Function client is currently executing  

sec                Current function request time  

fil                Current number of files open by this client  

lok                Current number of locks held by this client  

l%h                Lock hit rate for this client  

%m                 Lock miss rate for this client  

dlock              Number of deadlocks detected for this client  

tid/uid/nodename   Server thread ID/User ID/Node name for this client  
 

Function Timing Report Example 

The function timing report (-func) displays c-treeACE Server statistics for each c-tree function that 

a client has called at least once since the time the server started. 

Below is a sample function timing report produced by executing the command: 

ctstat - func - u ADMIN - p ADMIN - s FAI RCOMS - h 10  

 

function              counter       secs  

FRSVSET                    10      0.002  

NXTVSET                    20      0.001  

GETDODAX                    2      0.000  

COMMBUF                     1      0.000  

ctSNAPSHOT                 10      0.0 02 

The columns shown in this report are described as follows: 

function  Function name  

counter   Cumulative number of times this function has been called  

secs      Cumulative elapsed time for this function  
 

Text Report Example 

The following command generates a report in text format: 

ctstat - text - u ADMIN - p ADMIN - s FAIRCOMS - h 10  

This command writes a c-treeACE Server system snapshot to the file SNAPSHOT.FCS (output to 

the data folder). See the file SNAPSHOT.FCS for the detailed server statistics. 
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I/O Time Statistics Example 

The c-treeACE Server SNAPSHOT feature includes support for collecting disk read and write 

timings on a per-file basis when high-resolution timer support is activated. Use the ctstat utilityôs 

-iotime option to toggle the collection of disk I/O timings. 

¶ Turn on disk I/O timings: 

  # ctstat - iotime on - u ADMIN - p ADMIN - s FAIRCOMS 

¶ Turn off disk I/O timings: 

  # ctstat - iot ime off - u ADMIN - p ADMIN - s FAIRCOMS 

The ctstat utilityôs -vaf option also outputs differential I/O timings for each file when the c-treeACE 

Server returns version 2 (or higher) GFMS structure statistics.  

Example 
C: \ > ctstat - vaf mark.dat mark.idx - h 1 - i 10  

 r/s  w/s  read time  write time  entries locks l%h %m dlock recrd  node t filename  

   0    0          0           0    26239     1 100  0     0   128   n/a F mark.dat  

   0    0          0           0    26239     0  99  1     0   n/a  8192 I mark.idx  

 r/s  w/s  read time  write time  entries locks l%h %m dlock recrd  node t filename  

 128  237          1          12   108309     2 100  0     0   128   n/a F mark.dat  

   0    2          0           0   108308     0  99  1     0   n/a  8192 I mark.idx  

 r/s  w/s  read time  write time  entries locks l%h %m dlock recrd  node t filename  

 121  243          1          14   186164     2 100  0     0   128   n/a F mark.dat  

   2   2 7          0           4   186163     0  99  1     0   n/a  8192 I mark.idx  

 r/s  w/s  read time  write time  entries locks l%h %m dlock recrd  node t filename  

 109  219          1          10   256356     2 100  0     0   128   n/a F mark.dat  

3247 3296         39          77   256355     0  99  1     0   n/a  8192 I mark.idx  

 r/s  w/s  read time  write time  entries locks l%h %m dlock recrd  node t filename  

 103  206          1          10   322381     4 100  0     0   128   n/a F mark.dat  

5623 5640         67         124   322380     1  99  1     0   n/a  8192 I mark.idx  
 

I/O Statistics per File Example 

The c-treeACE Server SNAPSHOT feature supports a mode to write snapshot statistics for all 

files open by the c-treeACE Server to disk. Use the ctstat utilityôs -file option. The snapshot 

statistics for all open files are then written to the SNAPFILE.FCS file in comma-delimited or 

human-readable format. 

CSV Example 

Write statistics for all open files to SNAPFILE.FCS in comma-delimited format using the ctstat 

utility: 

# ctstat - file csv - i 1 1  

Sample SNAPFILE.FCS Contents 
On- Demand File Snapshot  

Mon Jun 25 16:40:51 2007  

 

physical file size,logical file size,serial number,active entries,tran high mark,update 

timestamp,max file size,read ops,bytes read,write ops,bytes written,memory file high bytes,read 

time (msec.),write time (msec.),index height,file id,server id,time id,n ode size,record 

length,permanent file mode,max leaf key bytes,max non - leaf key bytes,file type,key length,key 

member number,number of members, super file type,max leaf marks,wrthdr sequence number,total lock 
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attempts,header lock attempts,total lock wait co unt,header lock wait count,deadlocks,total locks 

denied,total locks freed,total blocks released,current locks held,current blocked requests,max 

special cache pages,current special cache pages,number of buffer pages,number of data cache 

pages,number of chan nels,number of users with file open,current memory record count,highest memory 

record count,killed locks,max segments,active segments,update flag,file type,duplicate key 

flag,index delete type,key padding byte,flavor,alignment,pointer size,file name  

16384, 16384,0,15,0,0,0,0,0,5,16768,0,0,0, - 1,0x00000000,0x00000000,0x00000000,8192,0,0x0000000

0,8148,8174,1,12,0,0,0,2048,3,44,23,0,0,0,0,44,0,0,0,0,0,0,0,1,1,0,0,0,1,0,0xff,0,0,0,32,2,8,

4,I0000001.FCS  

 

====================  

Human Readable Example 

Write statistics for all open files to SNAPFILE.FCS in human-readable format using the ctstat 

utility: 

# ctstat - file - i 1 1  

Sample SNAPFILE.FCS Contents 

On- Demand File Snapshot  

Tue Jun 26 09:58:28 2007  

 

      phyrec       numrec       sernum     nument     hghtrn     tstamp     mxfilz    fredops      

fredbyt   fwrtopts      fwrtbyt      mhghbyt    fredtim    fwrttim idxhgt     fileid     

servid     timeid   nodsiz   reclen     logtyp maxkbl maxkbn filtyp keylen kmem nmem suptyp 

maxmrk   hdrseq  floktry  flokhlk  flokblk  flokhbk  flokdlk  flokdny  flokfre  flokrel  

flokcur  fblkcur   datlmt   datspl   bufcnt   datcnt   numchn  fusrcnt   memcnt   hghcnt  

flokkil   segmax   seglst updflg  ktype autodup delty p keypad flflvr flalgn flpntr filename  

       16384        16384            0         15          0          0          0          1         

8192         10        57728            0          0          0     - 1 0x00000000 0x00000000 

0x00000000     8192        0 0x00000000   8148   8174      1     12    0    0      0   2048        

3       68       35        0        0        0        0       68        0        0        0        

0        0        0        0        1        1        0        0        0        1        0   

0xff      0       0      0     32      2      8      4 I0000001.FCS  

 

====================  

 
 

Existing Connections Userinfo Example 

A report option, -userinfo, is available to display additional statistics about existing user 

connections.  

New information included in this alternative output: 

¶ The status and idle time of the connection. 

¶ The last c-treeACE Server request made. 

¶ Time spent in a transaction. 

¶ Amount of memory consumed by the client. 

¶ Number of files open by the client. 

¶ The time the user has been logged in. 

¶ User ID, Thread ID, and Nodename of the user. 

¶ User communication protocol used to connect to the c-treeACE Server. Because the column 

labeled uid/tid/nodename  is not fixed in size, the space between nodename and 
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commprotocol  is a tab character. Even if the output is not properly aligned, the parsing will 

be easy by looking for a '\ t ' (tab). 

Example 
ctstat.exe - userinfo - u ADMIN - p ADMIN - s FAIR COMS - h 5  

 

    status  lastrequest trntime   mem fils   time uid/tid/nodename                      

commprotocol  

    0s busy ADDVREC      1s      596K   46    11s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m00s idle tmexec      --       7626K    7 58m0 0s ADMIN/23/SLCDESK                      

SQL_SHAREMM 

    0s busy ADDVREC      1s      189K   46    11s ADMIN/25/cttctx(p26576,t9220)         

FSHAREMM 

    0s busy DELVREC      0s      185K   46    11s ADMIN/26/cttctx(p26576,t31684)        

FSHAREMM 

    0s bu sy DELVREC      0s      186K   46    11s ADMIN/27/cttctx(p26576,t28564)        

FSHAREMM 

    0s busy DELVREC      0s      187K   46    11s ADMIN/28/cttctx(p26576,t27780)        

FSHAREMM 

    0s busy ADDVREC      0s      592K   46    12s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m01s idle tmexec      --       7626K    7 58m01s ADMIN/23/SLCDESK                      

SQL_SHAREMM 

    0s busy ADDVREC      0s      186K   46    12s ADMIN/25/ cttctx(p26576,t9220)         

FSHAREMM 

    0s busy ADDVREC      0s      185K   46    12s ADMIN/26/cttctx(p26576,t31684)        

FSHAREMM 

    0s busy ADDVREC      0s      186K   46    12s ADMIN/27/cttctx(p26576,t28564)        

FSHAREMM 

    0s busy ADDVREC      0s      186K   46    12s ADMIN/28/cttctx(p26576,t27780)        

FSHAREMM 

    0s busy DELVREC      0s      593K   46    13s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m02s idle tmexec      --       7626K    7 58m02s ADMIN/23/SLCDESK                      

SQL_SHAREMM 

    0s busy DELVREC      0s      188K   46    13s ADMIN/25/cttctx(p26576,t9220)         

FSHAREMM 

    0s busy DELVREC      0s      187K   46    13s ADMIN/26/cttctx(p26576,t31684)        

FSHAREMM 

    0s busy ADDVREC      0s      190K   46    13 s ADMIN/27/cttctx(p26576,t28564)        

FSHAREMM 

    0s busy DELVREC      1s      188K   46    13s ADMIN/28/cttctx(p26576,t27780)        

FSHAREMM 

    0s busy ADDVREC      1s      596K   46    14s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m03s idle t mexec      --       7626K    7 58m03s ADMIN/23/SLCDESK                      

SQL_SHAREMM 

    0s busy ADDVREC      1s      189K   46    14s ADMIN/25/cttctx(p26576,t9220)         

FSHAREMM 

    0s busy ADDVREC      1s      189K   46    14s ADMIN/26/cttctx(p26576 ,t31684)        

FSHAREMM 

    0s busy ADDVREC      1s      189K   46    14s ADMIN/27/cttctx(p26576,t28564)        

FSHAREMM 

    0s busy ADDVREC      1s      189K   46    14s ADMIN/28/cttctx(p26576,t27780)        

FSHAREMM 

    0s busy DELVREC      1s      594K    46    15s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m04s idle tmexec      --       7626K    7 58m04s ADMIN/23/SLCDESK                      

SQL_SHAREMM 
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    0s busy DELVREC      1s      187K   46    15s ADMIN/25/cttctx(p26576,t9220)         

FSHAREMM 

    0s busy DELVREC      1s      187K   46    15s ADMIN/26/cttctx(p26576,t31684)        

FSHAREMM 

    0s busy DELVREC      1s      187K   46    15s ADMIN/27/cttctx(p26576,t28564)        

FSHAREMM 

    0s busy DELVREC      1s      187K   46    15s ADMIN/28/ct tctx(p26576,t27780)        

FSHAREMM 

    status  lastrequest trntime   mem fils   time uid/tid/nodename                      

commprotocol  

    0s busy ADDVREC      0s      597K   46    16s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m05s idle tmexec      --       7626K    7 58m05s ADMIN/23/SLCDESK                      

SQL_SHAREMM 

    0s busy DELVREC      0s      187K   46    16s ADMIN/25/cttctx(p26576,t9220)         

FSHAREMM 

    0s busy ADDVREC      0s      190K   46    16s ADMIN/26/cttctx(p26576,t31684)        

FSHAREMM 

    0s busy DELVREC     --        187K   46    16s ADMIN/27/cttctx(p26576,t28564)        

FSHAREMM 

    0s busy DELVREC     --        187K   46    16s ADMIN/28/ctt ctx(p26576,t27780)        

FSHAREMM 

    0s busy DELVREC      0s      595K   46    17s ADMIN/22/cttctx(p26576,t27692)        

FSHAREMM 

58m06s idle tmexec      --       7626K    7 58m06s ADMIN/23/SLCDESK                      

SQL_SHAREMM 

 

 
 

ISAM Statistics Example 

The c-treeACE Server system SNAPSHOT includes counters for ISAM record add, delete, 

update and read operations. The ctstat utility includes an -isam option which displays various 

ISAM counters, such as Adds/second, Deletes/second, Updates/second, Reads/second, and 

totals. 

Example 

 # cstat - isam - u ADMIN - p ADMIN - s FAIRCOMS 

 

   add/s   del/s   upd/s  read/s  total/s  

   10216   10215       0   10215    30646  

   10113   10114       0   10114    30341  

   10147   10146       0   10146    30439  

   10164   10165       0   10165    30494  

   10070   10069       0   10070    30209  
 

Enable Function Call Times by File 

The c-treeACE Server SNAPSHOT support collects c-tree function call counts and timings on a 

per-c-tree file basis. This support enhances the c-treeACE Serverôs existing support for collecting 

c-tree function call counts and timings, which are collected as totals for all files. Enabling 

collection of c-tree function timings now enables collection of both the total and file-specific 

function timings. 

The ctstat utility includes a -wrkstat option to enable the collection of this data. 
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Example 

Turn on function call timings: 

# ctstat - wrktime on - u ADMIN - p ADMIN - s FAIRCOMS 

Turn off function call timings: 

# ctstat - wrktime off - u ADMIN - p ADMIN - s FAIRCOMS 
 

Function Call Times by File Example 

The c-treeACE Server SNAPSHOT function supports a mode that writes function timings for all 

files open by the c-treeACE Server to disk. Use the ctstat utilityôs -funcfile option to output these 

timing statistics for all open files to SNAPFUNC.FCS (output to the data folder) in either a 

comma-delimited format (adding the csv option), or a human readable format shown below: 

CSV Example 
# ctstat - funcfile csv - i 1 1  

SNAPFUNC.FCS Contents 
On- Demand Function Snapshot  

Tue Jun 26 13:22:40 200 7 

 

DELVREC,DELVREC,ADDREC,ADDREC,RWTREC,RWTREC,GETALTSEQ,GETALTSEQ,SETDEFBLKX,SETDEFBLKX,GTEVREC

,GTEVREC,GETSEG,GETSEG,GETMAP,GETMAP,GTEREC,GTEREC,ADDVREC,ADDVREC,GETDODAX,GETDODAX 

count,time,count,time,count,time,count,time,count,time,count,time,count,tim e,count,time,count

,time,count,time,count,time,filename  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,I0000001.FCS  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,D0000000.FCS  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0 ,0,0,0,0,0,0,  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!USER.dat  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!USER.idx  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!GROUP.dat  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!GROUP.idx  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!UG.dat  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!UG.idx  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!UG.idx M #01  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!UVAL.dat  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,FAIRCOM.FCS!UVAL.idx  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,SYSLOGIX.FCS  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,SYSLOGDT.FCS  

0,0,0,0, 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,SYSLOGIX.FCS M#01  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,SYSLOGIX.FCS M#02  

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,D0000001.FCS  

0,0,590737,502096,698884,347088,0,0,2,0,0,0,0,0,5,0,0,0,0,0,20,0,mark.dat  

0,0,0,0,0 ,0,5,0,0,0,0,0,5,0,0,0,322988,136944,0,0,0,0,mark.idx  

0,0,0,0,0,0,5,0,0,0,0,0,5,0,0,0,376483,171571,0,0,0,0,mark.idx M#01  

0,0,0,0,0,0,5,0,0,0,0,0,5,0,0,0,0,0,0,0,0,0,mark.idx M#02  

 

====================  

Human-readable Example 
# ctstat - funcfile - i 1 1  

SNAPFUNC.FCS Contents 
On- Demand Function Snapshot  
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Wed Jun 27 15:26:06 2007  

 

                ADDREC                RWTREC                GTEREC  

     count        time     count        time     count        time  filename  

         0           0         0           0         0           0  I0000001.FCS  

         0           0         0           0         0           0  D0000000.FCS  

         0           0         0           0         0           0  FAIRCOM.FCS  

         0           0         0           0         0           0   

         0           0         0           0         0           0  FAIRCOM.FCS!USER.dat  

         0           0         0           0         0           0  FAIRCOM.FCS!USER.idx  

         0           0         0           0         0           0  FAIRCOM.FCS!GROUP.dat  

         0           0         0           0         0           0  FAIRCOM.FCS!GROUP.idx  

         0           0         0           0         0           0  FAIRCOM.FCS!UG.dat  

         0           0         0           0         0           0  FAIRCOM.FCS!UG.idx  

         0           0         0           0         0           0  FAIRCOM.FCS!UG.idx M#01  

         0           0         0           0         0           0  FAIRCOM.FCS!UVAL.dat  

         0           0         0           0         0           0  FAIRCOM.FCS!UVAL.idx  

         0           0         0           0         0           0  SYSLOGIX.FCS  

         0           0         0           0         0           0  SYSLOGDT.FCS  

         0           0         0           0         0           0  SYSLOGIX.FCS M#01  

         0           0         0           0         0           0  SYSLOGIX.FCS M#02  

         0           0         0           0         0           0  D0000001.FCS  

      9910       74592      1380       10993         0           0  mark.dat  

         0           0         0           0      1381       67772  mark.idx  

         0           0         0           0         0           0  mark.idx M#01  

         0           0         0           0         0           0  mark.idx M#02  

 

====================  

Function Timing Limitations 

¶ The function timings for a file are reset to zero when the file is physically closed. 

¶ As currently implemented, the c-tree function timings do not track c-tree API function calls 

made by c-treeACE SQL clients. 

 
 

Memory File Usage Example 

The ctstat utility supports an option, -m, that when specified with the -vaf report option, causes 

ctstat to output the following additional memory file statistics: 

¶ phyrec - Last byte offset of file for non-memory file or current memory in use for memory file. 

¶ mhghbyt - Largest amount of memory used for memory file since file was created. 

¶ memcnt - Current number of memory records. 

¶ hghcnt - Largest number of memory records since file was created. 

Example 
# ctstat - vaf disk.dat mem.dat - h 1 - i 2 - m 

 r/s  w/s entries lock s l%h %m dlock recrd  node t      phyrec     mhghbyt   memcnt   hghcnt 

filename  

   0    0     n/a     0 100  0     0    15   n/a V  1923110761  1923110761    19232    19232 

mem.dat  

   0    0       3     0   0  0     0   128   n/a F        4096           0        0        0 

disk.dat  
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Memory Allocation Example (Windows) 

The c-tree Server for Windows can be compiled with an option that causes c-tree's memory 

suballocator to collect call stacks for each allocation call made through ctgetmem(). Each 

memory allocation is assigned a sequence number. The ctMEMSTAT() API function can be used 

to read the current allocation sequence number and the current number of allocations and to log 

the call stacks for the allocations to the specified file. 

To use this feature, compile the c-tree Server with #define ctFeatMEMTRACK . For Windows 

systems it is ON by default; for non-Windows system, this option is off by default. 

The ctstat utility supports the following new memory tracking options: 

¶   -mf logfile - Log all memory allocations to the specified file 

¶   -ma logfile - Log aggregate memory allocations to the specified file 

¶   -mr min,max - Log only memory allocations in the range min,max 

¶   -ms - Output memory allocation statistics 

Examples: 
C: \ >ctstat - ms - h 10 - s FAIRCOMS 

Results: 

      memseq      memalc  

        1267         992  

        1289         997  

        1289         997  

        1289         997  

 

C: \ >ctstat - mf memfull.log - i 1 1 - s FAIRCOMS 

A log of all memory allocations (with each allocation listed separately) is written to the file 

memfull.log in the c-tree Server's working directory. 

 

C: \ >ctstat - ma memaggr.log - i 1 1 - s FAIRCOMS 

A log of all memory allocations (with allocations having the same call stack listed only once 

each) is written to the file memaggr.log in the c-tree Server's working directory. 

 

C: \ >ctstat - ma memaggr.log - mr 1900,2000 - i 1 1 - s FAIRCOMS 

A log of all memory allocations that have sequence numbers between 1900 and 2000 is 

written to the file memaggr.log in the c-tree Server's working directory. 

 

Note: These options will fail with error 170 if used with a c-tree Server that was built prior to our 
introduction of this feature and will fail with error 454 if used with a c-tree Server that was built 
after the introduction of this feature but that was not compiled with #define ctFeatMEMTRACK." 
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Transaction Statistics Example 

Use ctstat -vat to view the transaction statistics. Sample output is shown below.  

¶ loglow is the server's lowest-numbered active log.  

¶ curlog is the server's current log.  

¶ lstent is the offset in the current log where the last entry was written (which may still be in 

the in-memory log buffer).  

¶ lstpnt is the last byte position written to the log file on disk.  

¶ lstsuc is the offset of the last SUCTRAN or CLSTRAN entry in the log.  

¶ t ranno is the next available transaction number.  

¶ tfil is the next available transaction file number. 

 

lowlog  curlog  lstent  lstpnt  lstsuc  tranno  tfil  

1 4 2702686  2702092  2697872  51806  17298  

 
 

File and User Lock Example 

Retrieve lock information by file or by user. 

Note: Dumping large quantities of locks in a very active system could affect performance. 

Filelocks 

For the -filelocks report: 

¶ -filelocks file [N] lists all locks on a data file. Displays the Nth key. Keys are displayed in 

hexadecimal format following each lock. 

Example 
>ctstat - filelocks custmast.dat   - u ADMIN  - p ADMIN  - s FAIRCOMS  - i 1 1  

The -filelocks option lists all locks on a data file and, optionally, displays the Nth key. The lock 

offset and the associated keys are not read at the same time. Because the records used to 

generate the key are locked by other users, there is no guaranteed relationship between the lock 

and the displayed key. The following are possible scenarios: 

1. The displayed key is from before or after any changes made by the lock holder. 

2. The locked offset no longer holds a valid record (it has been deleted, or updated and moved). 

3. The locked offset could have been locked/modified/unlocked more than once between the 
time the lock offset was acquired and the time the record is read, so the offset could hold an 
entirely different record than what was originally locked. 

Userlocks 

For the -userlocks report: 

¶ If UserID is a number, it is interpreted as a task ID. 
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¶ If UserID is a string, it is interpreted as a name, and information on locks held by each task ID 

with a matching name is returned. 

Example 

To identify all locks and associated files held by Task ID 23 

>ctstat - userlocks  23  - u ADMIN  - p ADMIN  - s FAIRCOMS  - i 1 1  

./cxd01.dat  

---  

 

./cxd03.dat  

---  

 

./cxd05.dat  

---  

 

./cxd23.dat  

0x0000000000004dd1  Write          25        0   ADMIN  

 

To identify all locks and associated files held by user SALLY 

>ctstat - userlocks  SALLY  - u ADMIN  - p ADMIN  - s FAIRCOMS  - i 1 1  

./cxd01.dat  

0x00000000000055e5  Write          21        0   ADMIN  

 

./cxd04.dat  

0x0000000000004dd1  Write          25        0   ADMIN  

 

./ cxd10.dat  

0x0000000000004dd1  Write          24        0   ADMIN  

Because the -userlocks report may generate a large number of server calls (for each task ID and 

file), the -userlocks report interval may be increased up to 60 seconds, depending on the number 

of matching users and files involved.  
 

Memory Use and Allocation Call Stacks Example 

It is possible to monitor memory use and allocation call stacks for each suballocator list. 

Support has been added for monitoring c-treeACE Server memory use and collecting allocation 

call stacks for each suballocator list. The ability to monitor c-treeACE Server's memory use has 

been enhanced in the following ways: 

¶ It now tracks the number and byte count of allocations that do not go through c-treeACE's 

memory suballocator. 

¶ c-treeACE Server now makes its memory suballocator usage figures available to monitoring 

tools. The ctstat utility's -ml option can be used to display current memory allocation figures. 

Example: 

# ctstat - ml - t - i 2 - h 1 - s FAIRCOMS 

 

Thu May 01 14:31:22 2014  

  name      allocated         in use       pct  

KLNTYP              0              0      0.00%  

PI1TYP          32768           1704      0.01%  

PI2TYP          32768           6800      0.01%  

PI4TYP        1376256        1224360      0.31%  
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PI8TYP        1245184        1155592      0.28%  

PIwTYP          32768          19008      0.01%  

PIxTYP          32768          16120      0.01%  

PIyTYP          49152          25800      0 .01% 

PIzTYP          32768              0      0.01%  

PIaTYP          82560          69768      0.02%  

PIbTYP         296064         270600      0.07%  

SHDTYP              0              0      0.00%  

BATTYP              0              0      0.00%  

ILKTYP          16384              0      0.00%  

FNMTYP              0              0      0.00%  

COMTYP          16384              0      0.00%  

ABTTYP              0              0      0.00%  

LOKTYP          16384              0      0.00%  

DCMTYP              0              0      0.00%  

IXCTYP       32129024       29018360      7.24%  

DTCTYP        6782976        6547464      1.53%  

CTCTYP          81920          70000      0.02%  

IXBTYP      180854968      180854968     40.74%  

DTBTYP      203169792      20316 9792     45.76%  

MBATYP       17690815       17690815      3.98%  

TOTAL:      443971703      440141151  

Note: If memory allocation call stack is enabled for a suballocator list, the name of the 
suballocator list is followed by an asterisk in this output (for example, as MBATYP*). 

Just as the ctstat utility does, a c-treeACE Server client can read the memory use figures by 

calling the ctSNAPSHOT() API function with the new mode ctPSSmemAlloc. This mode 

returns the memory use figures in a new structure named ctGMMS. See ctstat.c for an 

example of this ctSNAPSHOT() call. 

¶ On Windows and Linux systems, c-treeACE Server supports collection of call stacks for 

memory allocations. This support, which existed prior to this revision, is enabled using the 

configuration option DIAGNOSTICS MEMTRACK. Now c-treeACE Server allows allocation call 

stack collection to be dynamically enabled or disabled for specific memory suballocator lists, 

provided that DIAGNOSTICS MEMTRACK was specified in the configuration file. The 

ctMEMSTAT() API function is used to change these settings, and the ctstat utility's -mt 

option provides a convenient way to use this function.  

Only a member of the ADMIN group is allowed to change memory allocation settings. 

Memory Suballocator List Descriptions 

¶ KLNTYP - key buffer, size of the largest supported maximum key value (MAXLEN = 1024) 

¶ PI1TYP - allocations of size > 0 and <= PI_UNIT (PI_UNIT = 16) 

¶ PI2TYP - allocations of size > PI_UNIT and <= 2 * PI_UNIT 

¶ PI4TYP - allocations of size > 2 * PI_UNIT and <= 4 * PI_UNIT 

¶ PI8TYP - allocations of size > 4 * PI_UNIT and <= 8 * PI_UNIT 

¶ PIwTYP - allocations of size > 8 * PI_UNIT and <= 16 * PI_UNIT 

¶ PIxTYP - allocations of size > 16 * PI_UNIT and <= 32 * PI_UNIT 

¶ PIyTYP - allocations of size > 32 * PI_UNIT and <= 64 * PI_UNIT 

¶ PIzTYP - allocations of size > 64 * PI_UNIT and <= 128 * PI_UNIT 

¶ PIaTYP - allocations of size > 128 * PI_UNIT and <= 256 * PI_UNIT 

¶ PIbTYP - allocations of size > 256 * PI_UNIT and <= 512 * PI_UNIT 
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¶ SHDTYP - preimage space list entry, size of SHADLST structure (the variable-length 

contents are allocated separately if larger than ctSHADOWlen) 

¶ BATTYP - batch retrieval list entry, size of BATLST structure 

¶ ILKTYP - user lock table list entry, size of LOKS structure 

¶ FNMTYP - file name, size of the largest supported file name (MAX_NAME = 255) 

¶ COMTYP - commit node list entry, size of COMLST structure 

¶ ABTTYP - abort node list entry, size of ABTLST structure 

¶ LOKTYP - system lock table list entry, size of RECLOK structure 

¶ DCMTYP - commit data list entry, size of COMLST structure 

¶ IXCTYP - index cache page control structure, size of TREEBUFF structure (allocated at 

startup and does not change after that) 

¶ DTCTYP - data cache page control structure, size of DATBUF structure (allocated at startup 

and does not change after that) 

¶ CTCTYP - system file control block entry, size of CTFILE structure 

¶ IXBTYP - index cache page buffer, size of PAGE_SIZE + MAXLEN + 2 * sizeof(ctRECPT) 

(allocated at startup and does not change after that) 

¶ DTBTYP - data cache page buffer, size of PAGE_SIZE (allocated at startup and does not 

change after that) 

¶ MBATYP - allocation size > 512 * PI_UNIT 

Examples: 

1. Enable memory allocation call stack collection for all suballocator lists: 

ctstat - mt +ALL - u ADMIN - p ADMIN - s FAIRCOMS 

2. Enable memory allocation call stack collection for only the MBATYP and LOKTYP 
suballocator lists: 

ctstat - mt +MBATYP,+LOKTYP - u ADMIN - p ADMIN - s FAIRCOMS 

3. Disable memory allocation call stack collection for all suballocator lists: 

ctstat - mt - ALL - u ADMIN - p ADMIN - s FAIRCOMS 

As before, the current memory allocations can be logged to a file using the ctMEMSTAT() 

function, as used by the ctstat utility's -ma option: 

ctstat - ma mem.log - i 1 1 - u ADMIN - p ADMIN - s FAIRCOMS 

Compatibility Notes: 

1. The use of the existing and new memory monitoring options is now restricted to members of 
the ADMIN group. 

2. When memory allocation call stack tracking is supported on a per-suballocator list basic, the 

DIAGNOSTICS MEMTRACK option must still be specified in ctsrvr.cfg to support collecting 

memory allocation call stacks, but collection of allocation call stacks is initially disabled for all 
suballocator lists. An administrator must use the ctstat utility's -mt option as shown above to 
enable collection of memory allocation call stacks for the desired suballocator lists.  

If troubleshooting unexpected memory growth, first use ctstat -ml to monitor memory use by 

suballocator list. Then enable memory allocation call stack collection just for the lists that 

show the unexpected growth. This approach can reduce the overhead of the memory 

allocation call stack collection and can simplify analysis of the unexpected memory growth. 
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6.4 sa_admin - Command-line security administration utility 

The command-line version of the system administrator program, sa_admin, can be used to 

perform many user operations directly from shell scripts. 

sa_admin [ - a<adminuserid>] [ - p<adminpassword>]  [ - f<filepassword>] [ - s<servername>] <option>  

option is one of the following: 

Options Users 

¶ -oua Add a user account 

¶ -oud Change user account description 

¶ -oue Change user account extended settings 

¶ -oug Add a user to a group 

¶ -oul List user accounts 

¶ -oum Change user account memory limit 

¶ -oup Change user account password 

¶ -our Delete a user account 

¶ -ous Show user account information 

¶ -oux Remove a user from a group 

Options Group 

¶ -oga Add a group 

¶ -ogd Change group description 

¶ -ogl List groups 

¶ -ogm Change group memory limit 

¶ -ogr Delete a group 

¶ -ogs Show group information 

Options File 

¶ -ofg Change file group 

¶ -ofl List files matching filename 

¶ -ofo Change file owner 

¶ -ofp Change file password 

¶ -ofs Change file permissions 

Wildcard specifiers with sa_admin 

sa_admin, -ofp, -ofs, -ofg, and -ofo options support specifying filenames with wildcard 

characters. When one of these options specifies a filename that includes ? or * characters, the 

utility retrieves a list of files matching the filename wildcard specifier and executes the specified 

command for each file. 






















































































































































































































